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Line Failure Localization of Power Networks
Part I: Non-cut outages
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Abstract—Transmission line failures in power systems prop-
agate non-locally, making the control of the resulting outages
extremely difficult. In this work, we establish a mathematical
theory that characterizes the patterns of line failure propagation
and localization in terms of network graph structure. It provides
a novel perspective on distribution factors that precisely captures
Kirchhoff’s Law in terms of topological structures. Our results
show that the distribution of specific collections of subtrees of
the transmission network plays a critical role on the patterns
of power redistribution, and motivates the block decomposition
of the transmission network as a structure to understand long-
distance propagation of disturbances. In Part I of this paper,
we present the case when the post-contingency network remains
connected after an initial set of lines are disconnected simultane-
ously. In Part II, we present the case when an outage separates
the network into multiple islands.

Index Terms—Cascading failure, Laplacian matrix, contin-
gency analysis, spanning forests.

I. INTRODUCTION

Cascading failures in power systems propagate non-locally,
making their analysis and mitigation difficult. This fact is
illustrated by the sequence of events leading to the 1996
Western US blackout (as summarized in Fig. 1 from [1], [2]),
in which successive failures happened hundreds of kilometers
away from each other (e.g. from stage () to stage 4 and
from stage (7 to stage (8). Non-local propagation makes
it challenging to design distributed controllers that reliably
prevent and mitigate cascades in power systems. In fact, such
control is often considered impossible, even when centralized
coordination is available [3], [4].

Current industry practice for mitigating cascading failures
relies on simulation-based analysis of creditable contingencies
[5]. The size of this contingency set, and thus the level
of security guarantee, is often constrained by computational
power, undermining its effectiveness in view of the enormous
number of components in power networks. After a blackout
event, a detailed study typically leads to a redesign of such
contingency sets, potentially together with physical network
upgrades and revision of system management policies and
regulations [4].

The limitations of the current practice have motivated a large
body of research on cascading failures; see e.g. [6] for a recent
review with extensive references. In particular, the literature
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Fig. 1: The sequence of events, indexed by the circled numbers, that lead to
the Western US blackout in 1996 from [1], [2].

on analytical properties of cascading failures can be roughly
categorized as follows: (a) applying Monte-Carlo methods
to analytical models that account for the steady state power
redistribution using DC [7]-[10] or AC [11]-[13] power flow
models; (b) studying pure topological cascade models built
upon simplifying assumptions on the propagation dynamics
(e.g., failures propagate to adjacent lines with high probability)
and inferring component failure propagation patterns from
graph-theoretic properties [14]-[16]; (c) investigating simpli-
fied or statistical cascading failure dynamics [2], [17]-[19].

In all these approaches, it is often difficult to make general
inferences about failure patterns. The initial failure could be
due to large disturbances in power injections, transmission
outages, or human errors [20]. The power flow over a trans-
mission line can increase, decrease, and even reverse direction
as cascading failure unfolds [21]. The failure of a line can
cause another line that is arbitrarily far away to become
overloaded and trip [22]. The load shedding strategy can
increase the congestion on certain lines, instead of mitigating
the cascading failure [23]. This lack of structural properties
is a key challenge in the modeling, control, and mitigation of
cascading failures in power systems.

In this work, we focus on transmission line failures and take
a different approach that leverages the spectral representation
of transmission network topology to establish several structural
properties. The spectral view is powerful as it reveals surpris-
ingly simple characterizations of complex system behaviors,
e.g., on system robustness in terms of effective resistance [24],
on Kron reduction of the power network [25], on controllabil-
ity and observability of power system dynamics [26], and on
monotonicity properties and power flow redistribution [27].

Contributions of this paper: We establish a mathematical
theory that characterizes line failure localization properties of
power systems. This theory makes crucial use of the weighted
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Laplacian matrix of a transmission network and its spectral
properties. Our results unveil a deep connection between
power redistribution patterns and the distribution of different
families of (sub)trees of the power network topology. We show
how specific topological structures naturally emerge in the
analysis of several important and well-studied quantities in
power system contingency analysis, such as the generation
shift sensitivity factors and the line outage redistribution
factors. Further, in contrast to pure graphical models such as
those in [14], [15], [28], our topological interpretations do not
rely on any simplifications on failure propagation but capture
Kirchhoff’s and Ohm’s Law in a precise way under the steady
state DC power flow model.

In Part I of this paper, we restrict our attention to the case
where the network remains connected after the line failures
and study how such failures impact the branch flows on the
surviving network. In this scenario the power injections remain
balanced and do not need to be adjusted after the contingency.
Our theory reveals a decoupling structure of the transmission
network that leads to failure localizability in a cascading
process. More specifically, we show that when a non-cut set
of lines trips, any other line that is not in the same block
(see Definition 1) of one of the tripped lines is not affected.
In other words, non-cut failures cannot cross the boundaries
of the block decomposition of the transmission network. In
Part II, we consider the scenario where the set of tripped
lines disconnects the network into two or more connected
components, called islands, and injections must be adjusted
to rebalance the power injections.

The key result that relates the power redistribution to
graphical structures is given in Theorem 3, which states
that the distribution of specific collections of subtrees of
the transmission network fully determines the system state
under a given set of injections. We then establish a new
set of graphical representations of generation shift sensitivity
factors and line outage distribution factors in contingency
analysis. This novel graph-theoretical viewpoint enables us
to derive precise algebraic properties of power redistribution
using purely graphical argument, and shows that disturbances
propagate through “subtrees” in a power network. Using this
framework, in Section IV we derive the Simple Cycle Criterion
that precisely determines whether the failure of one line can
impact another line in a given network and fully characterizes
non-cut failure propagation.

In order to prove these results, we exploit the celebrated
Kirchhoff Matrix Tree Theorem as well as its generalization
to all matrix minors. Further, we make use of some novel
properties of the Laplacian matrix derived in the context of DC
power flow and express various quantities of interest, including
distribution factors, using specific collection of (sub)trees of
the the transmission network.

The results here can be extended in several directions. For
example, injection disturbances such as loss of generators or
loads can be readily incorporated into the same framework as
initial failures. In [29], [30], we explore ways to judiciously
switch off a small number of transmission lines to create
more blocks to enhance failure localization and develop real-
time mitigation strategy. This technique can be synergistically
applied, or sometimes replace, controlled islanding (see e.g.
[31]-[39]) as a corrective action, in which an inter-connected

power system will be partitioned into multiple blocks after
a contingency that are connected by either bridges or cut
vertices.!. By not separating the system into multiple islands,
more loads can potentially be supported in the emergency
state, more reliably, until restoration.

II. PRELIMINARIES

In this section, we introduce our model for line failure
cascading based on standard DC power flow equations.

A. DC Power Flow Cascading Model

We describe a transmission network using a graph G =
(N, E), whose node set N' = {1,...,n} models the n = |\
buses and whose edge set £ C N x N models the m = |£]
transmission lines. We use the terms bus/node and line/edge
interchangeably. An edge in £ between node ¢ and j is denoted
either as [ or (7, ). Without loss of generality, we assume the
graph is simple and we assign an arbitrary orientation to the
edges in & so that if (¢, j) € € then (j,4) ¢ £. The susceptance
(weighted by nodal voltage magnitudes) of edge | = (4, ) is
denoted as B; = B;; and the susceptance matrix is the m x m
diagonal matrix B := diag(B; : [ € £). The incidence matrix
of G is the n x m matrix C defined as

1 if node 7 is the source of [,
-1
0 otherwise.

Ciy =

if node i is the target of [,

Let f be the m-dimensional vector consisting of all branch
flows, with f; denoting the flow on edge [. We introduce the
n-dimensional vectors p and 6, where p; and 0; are the power
injection and voltage phase angle at node i, respectively. With
the above notation, the DC power flow model is described by
the following equations

p=Cf,
f=BC7e,

(1a)
(1b)

where (1a) is the flow conservation (Kirchhoff’s) law and (1b)
is the Ohm’s laws. Given an injection vector p that is balanced
over the network, i.e., ZjeN p; = 0, the DC model (1) has a
solution (6, f) that is unique up to an arbitrary reference angle.
Without loss of generality, we choose node n as a reference
node and set ,, = 0. Using this convention, the solution (6, f)
is unique.

We consider a cascading failure process that starts with an
initial set of line outages that may sequentially cause more
line outages. At any stage of the cascade, if a set F' C &
of transmission lines is tripped, then power redistributes ac-
cording to the DC model (1) on the post-contingency graph
G = (N,E\F). We assume that each transmission line !
has a steady-state thermal capacity 7; so that if the current
branch flow |f;| exceeds m;, the line is tripped in the next
stage, causing another power flow redistribution and possibly
further failures. The cascade stops when all branch flows are
below their capacities.

'We thank Janusz Bialek for suggesting this as a potential application.
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B. Laplacian Matrices and Power Flow Equations

The DC power flow equations (1) imply that
p=CBCTH =: L9,

where L = CBCT € R™"*" is called the Laplacian matrix of
G [40]. 1t is well-known that L is a symmetric and positive
semi-definite matrix with zero row sums. If G is connected,
then L is of rank n — 1, its null space is spanned by the vector
1=(1,...,1) € R", and the Penrose-Moore pseudo-inverse
of L is the n X n matrix

Lt= (L + 11T/n)_1 —117/n.

Given an injection vector p that is balanced, i.e., ZZ p; =
0, a power flow solution can be written in terms of LT as
6 = L'p and f = BCT L'p. This formulation yields unique
branch flows f and phase angles 6. However, it may not satisfy
the aforementioned convention prescribing the reference phase
angle to be zero, as it may be that 6,, # 0. Let the reduced
Laplacian matrix L be the submatrix of L obtained by deleting
its n-th row and column (corresponding to the reference node).
If the network is connected, then L is invertible and we can
define an n x n matrix A by

A= [(L)1 0] .

0 0 2

Given a balanced injection vector p, the power flow solu-
tion can also be written in terms of A as 6§’ = Ap and
f' = BCOT Ap. In this representation, the reference phase angle
satisfies 8/, = 0. Moreover, we have ' = 6 — 0,1, i.e., the
two phase angle vectors differ by a constant reference angle. It
should be noted that the branch flow vector is always unique,

f=1r.

C. Block Decomposition

The failure localizability of a network depends critically on
the notion of blocks in graph theory [41]. Every graph can be
uniquely and efficiently decomposed into blocks, which are
its maximal 2-connected components. Formally, let R be the
relation on the edges of G defined by 1Rl if (and only if)
Iy = Iy or they belong to a common simple cycle of G. It
can be shown that R is an equivalence relation on the set of
edges &, inducing network blocks as follows.

Definition 1 (Blocks, bridges, cut vertices).

1) The subgraphs of G induced by the equivalence classes
of R are called blocks of G.

2) A node of G that is part of two or more blocks is called
a cut vertex of G.

3) An edge in a singleton equivalent class is called a bridge
of G. A block that is not a bridge is called a non-bridge
block.

4) A subset F' C & of edges is called a cut set of G if
removing all edges in F' disconnects the graph. A set
F C & is called a non-cut set if F' is not a cut set.

2A cycle is simple if the only repeated vertex is the first/last one.
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Fig. 2: (a) An undirected graph G. (b) The block decomposition of G.
Vertices 2, 3,7 are cut vertices of G. Edges (2,6) and (3,7) are bridges.

The removal of a cut vertex disconnects G. A bridge is a
cut set of size one, since its removal disconnects G. Two non-
bridge blocks are connected either by a bridge or by a cut
vertex. These definitions are illustrated in Figure 2.

The block decomposition of a graph G is unique and there
exist efficient algorithms to find all blocks of a graph G that
run in O(JA] + |£]) in time and space on a single processor
or run in O(log |N|) in time and O(|N| + |€]) in space on
O(JN| + |€|) processors [42].

III. DISTRIBUTION FACTORS

In this section we focus on distribution factors widely used
in contingency analysis, and derive novel expressions for them
in terms of network graph structures. We also explain the
implication of this spectral representation of network graph
on distribution factors. In Section IV and Part II of this
paper, we use these results to reveal the decoupling structure
of distribution factors and the resulting failure localization
property of a power network.

A. Graphical Interpretation

We first introduce some additional notations useful to work
with spanning trees of the graph G and present a preliminary
result (Theorem 3) that gives an interpretation of matrix A in
terms of tree structures in G.

Given a subset F' C & of edges, we denote by 7 the
set of spanning trees of G with edges from F' and by 7_p
the set of spanning trees with edges from —F := £\ F. In
particular, 7T¢ is the set of all spanning trees on G. For any
pair of subsets N1, No C N, we define T (N7, MN2) to be the
set of spanning forests of G consisting of exactly two disjoint
trees that contain N7 and N3, respectively (see Fig. 3). By
definition, 7 (N7, N3) = 0 if N1NN3 # . To further simplify
notations, we omit the braces when there is no confusion, e.g.
we write 7T (ij,1j) for T({i,j},{%,7}) and T_; for T-y-
Given a subset F' C £ of edges, we define its weight as

B(F) =[] B
leF
Note that S(F") > 0 since, by construction, the susceptances
By, 1 € &, are all positive.
The Kirchhoff’s Matrix Tree Theorem relates the determi-
nant of the reduced Laplacian matrix L and its minors to the
total weight of (a specific collection of) the spanning trees of

G [43].
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Fig. 3: An example element in 7 (N7, N2), where circles correspond to
elements in A7 and squares correspond to elements in N>. The two trees
containing N7 and N> are highlighted as solid lines.

Lemma 2 (Matrix Tree Theorem [43]).
1) The determinant of L is given by

det(L) = Y B(F).

FeTe

2) The determinant of the matrix T obtained from L by
deleting the i-th row and j-th column is given by

det (Z”) = () S B,
FeT(ij,n)

Lemma 2 leads to our first main result, proved in Ap-
pendix VI-A, that provides a graphical interpretation of the
entries of the matrix A. It underlies the decoupling structure of
distribution factors and failure localizability of network graph
presented in the rest of this two-part paper.

Theorem 3 (Spectral Representation). If G is connected, then

for any pair of nodes i,j € N, we have

A — EFGT(ij,n) B(F)
Y Yper BF)

The denominator in (3) is a normalization constant common
for all entries of A. The sum in the numerator is over all
trees in 7 (ij,n), which means that A;; is proportional to
the (weighted) number of trees that connect ¢ to j without
traversing the reference node n, and can be interpreted as the
“connection strength” between the nodes i and j in G.

Since A determines the power flow solution (0, f), The-
orem 3 allows us to deduce analytical properties of a DC
solution using its graph structure. In particular, it provides
new graph theoretic expressions for distribution factors.

3)

B. Power Transfer Distribution Factor (PTDF)

Consider a pair of buses 7 and j, not necessarily adjacent
in the graph G. Suppose the injection at bus ¢ is increased
by A;;, the injection at bus J is reduced by A;s, and all
other injections remain unchanged so that the new injections
remain balanced. Let f; and f; denote the branch flow on
any line [ € & before and after the injection change (both
uniquely determiend by the DC power flow equations (1)) and
let Af; := fi — fi be their difference. The power transfer
distribution factor (PTDF), also known as generation shift
sensitivity factor, is defined as [44]:

o fi—fi B
Lii T AL

17 %}

Al

z

Fig. 4: An example element in T (it, 7). The spanning trees containing
{i,1} and {j, s} are highlighted as solid lines.

The factor D, ;- can be explicitly computed in terms of matrix
A (letting I = (4,7)) [44]:

D ZBZ(AZ-;-FAjj—An—Aﬁ).

1,35 ij
Applying Theorem 3 to this formula yields the following result

(proved in Appendix VI-B).

Theorem 4. If G is connected, then for any pair of nodes
1,7 € N and any edge | = (i,j) € &, we have

D .. — Bi (EFET(ﬁJi) BF) — ZFeT(iﬁ,ﬁ) 5(F)>
e > rers B(F) |

Despite its apparent complexity, this formula carries an
intuitive graphical meaning. The two sums in the numerator
are over the spanning forests 7 (iz,jj) and 7 (ij,ji). Each
element in 7 (i1, jj), as illustrated in Fig. 4, specifies a way
to connect i to i and j to j through disjoint trees and
represents a possible path for buses 7, j to “spread” impact to
line (7, j). Similarly, elements in 7 (iJ, ji) represents possible
paths for buses 7, j to “spread” impact to (4, 1), which counting
orientation, contributes negatively to line . Theorem 4 thus
implies that the impact of shifting generations from j to ¢
propagates to the line [ = (7, j) through all possible spanning
forests that connect the endpoints %,j’,i, j (accounting for
orientation). The relative strength of the trees in these two

families determines the sign of D, ;-.

If [ = (i,7) € & is also a transmission line in the grid, we
use the more compact notation D;; for D, ;- and introduce
the m x m PTDF matrix D := (Dli,l,f € &). Corollary
5 summarizes how the PTDF matrix D can be expressed
explicitly in terms of matrix A.

Corollary 5. Assume G is connected. Then,
1) D= BCTAC.
2) For each line | € & the corresponding diagonal entry of
D is given by:

o Zrer,BF)
n=1- ==+

ZFeTg B(F)
Hence, Dy = 1 if l is a bridge and 0 < D;; < 1

otherwise.

This corollary is a direct consequence of Theorem 4 and
we omit its proof.
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C. Line Outage Distribution Factor (LODF)

The line outage distribution factor (LODF) describes the
impact of line outages on the power flows in the post-
contingency network. We call the contingency a non-cut (F)
outage if a non-cut set F' of lines trip simultaneously, and
a non-bridge (1) outage when the non-cut set F' = {l} is a
singleton. We first study the impact of a non-bridge outage
and then generalize it to a non-cut set outage.

1) Non-bridge [ outage: The line outage distribution factor
(LODF) K; is defined to be the branch flow change Af; on
a post-contingency surviving line [ when a single non-bridge
line [ trips, normalized by the pre-contingency branch flow f;
over the tripped line:

K i = ﬁ,
fi
assuming that the injections remain unchanged since the
network remains connected. Writing [ = (i, 5),l = (1, /), K
can be calculated as [44]:

l# leé, non-bridge line leé&,

P B (Aﬁ + Ajj — Azj — Aﬁ) B le @
- B[(A;; + Ajj — A — Aﬁ) To1- Dﬁ7

ij

which is independent of the power injections. This formula
only holds if the post-contingency graph G’ := (N, E\{l}) is
connected, as otherwise its denominator is 0 by Corollary 5.
Combining Theorem 4 and Corollary 5 immediately yields the
following new formula for K;.

Theorem 6. Let I = (1,)) be an edge such that G' :=
(N, E\{l}) is connected. Then, for any other edge | = (i, j),
Ko B (ZFGT(i%,jj) B(F) - ZFeT(ij',ﬁ) B(F))
i e A

o)

As in Theorem 4, each term of (5) also carries clear
graphical meanings: (a) The numerator of (5) quantifies the
impact of tripping [ propagating to [ through all possible trees
that connect [ to [, counting orientation. (b) The denominator
of (5) sums over all spanning trees of G that do not pass
through [ = (4,7), and each tree of this type specifies an
alternative path that power can flow through if line [ is tripped.
When there are more trees of this type, the network has a
better ability to “absorb” the impact of line [ being tripped,
and the denominator of (5) precisely captures this effect by
saying that the impact of [ being tripped on other lines is
inversely proportional to the sum of all alternative tree paths
in the network. (c) The susceptance B; in (5) captures the
intuition that lines with smaller susceptance tend to be less
sensitive to power flow changes from other parts of a power
network.

2) Non-cut F outage: We now extend the results for
LODFs from a non-bridge outage to a non-cut outage. Let
F C & be a non-cut set of lines that are disconnected
simultaneously and m g := | F| be the number of disconnected
lines. Denote by —F := £\ F the set of surviving lines and
assume that the injections p remains unchanged. Partition the

5

susceptance matrix B and the incidence matrix C' into sub-
matrices corresponding to surviving lines in —F' and tripped
lines in F':

_.|B-r O .

B =: { 0 BF] , C=[C_p Cp]. (6)
Similarly, we can partition the PTDF matrix D = (D,;, 1, le
£) into submatrices corresponding to non-outaged lines in —F
and outaged lines in F, possibly after permutations of rows

and columns’:

Since D = BCT AC from Corollary 5, we have

b [B-rCIAC ¢ B_pCI ACk
~ | BpCLAC_p  BpCTACH |

Similarly to the case of non-bridge outage, the post-
contingency flow changes Af_p := (Af;,l € —F) on
the surviving lines depend linearly on the pre-contingency
branch flows fr := (f;,l € F) on the tripped lines. The
sensitivities of A f_p to fr implicitly define a (m—mpg)xXmpg
matrix K = KFp, = (K1 € —F,l € F), called the
Generalized LODF (GLODF) with respect to a non-cut F'
outage, namely

Af-p=KF fp,

If we stack the LODF for single line outages into matrix
K_pp = (K; 1l € —F,l € F), K_pp has the same
dimension as the GLODF K ¥ for a non-cut F' outage. Note
that every element Kj; is the LODF when single non-bridge
lines are tripped, as derived in (4). Mathematically, we can
write K_ pp in the matrix form:

K_pp=D_pp (I —diag(Drr)) ™", (8)

where diag(Dpp) := diag(Dy,l € F). In general K" +
K_pp. However, they are related in the next result. Let
L_p:=C_pB_ FCTF be the Laplacian matrix of the post-
contingency network. Let L_p be the submatrix of L_p
obtained by deleting its n-th row and column, and A_p :=
(L-p)™* 0O

0 0|

for non-cut set F' C €. 7

Theorem 7 (GLODF K for non-cut outage). Suppose a non-
cut set F' C & of lines trip simultaneously so that the surviving
graph (N, E\F) remains connected.

1) The GLODF K¥ defined in (7) is given in terms of post-

contingency network by:
KF=B pCTL A_rCp, (9a)

2) KT is given in terms of pre-contingency inverses by:

K" =D_pp(I—Dpp)™", (9b)
or, equivalently,
K¥ = B_pCTpACk (I — BprCEACE) ™. (9¢)

The matrix I — Dpp = 1 — BFC'EAC'F is invertible
provided F' is a non-cut set of disconnected lines.

3We also write D r p 8 Dpp when there is no confusion.
\
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3) KT is related to the LODF matrix K_pp when single
non-bridge lines are outaged through:

KF = K_pp (I — diag(Dpr)) (I — Dpp) ™" (9d)

Theorem 7 is proved in Appendix VI-C. The formulae (9b)-
(9¢) generalize (4) from a non-bridge outage to a non-cut set
outage. As mentioned earlier, K* # K_pp unless F' = {l}
is a singleton and (9d) clarifies their relationship. This fact
shows that the impact for multiple simultaneous line outages
is not a simple superposition of the corresponding single line
outages, as their effects are coupled by power flow physics
and network topology.

D. Remarks

The reference [45] seems to be the first to introduce the use
of matrix inversion lemma to power systems to study the im-
pact of network changes on line currents resulting from Ohm’s
law I = YV where Y is a network Laplacian matrix, e.g.,
nodal admittance or Jacobian matrix from the linearization of
AC power flow equations.* The changes can be changes in the
line parameters Y;; or outages of an arbitrary set of lines, or
changes in the nodal injections I or outages of an arbitrary set
of generators. This linear system is mathematically equivalent
to the DC power flow model (1). In [47], the method of [45]
is applied to the DC power flow model to characterize the
flow change for an arbitrary set of line outages. The paper
[47] also allows generator outages and use these formulae to
quickly rank contingencies in security analysis. The formula
(9c¢), called generalized LODF (GLODF), is re-discovered in
[48], [49] using a different method, likely unaware of the
results of [45], [47]. The underlying idea of the letter [48] is
to emulate line outages through changes in injections on the
pre-contingency network by judiciously choosing injection at
the tail of each disconnected line and withdrawal at its head
using PTDF, starting from the expression (4) for single-line
outage and proving the general non-cut set case by induction.
The paper [49] uses the relation between A f_r and PTDF to
detect islanding: F' is a cut set that disconnects the network if
and only if the inverse in (9b) ceases to exist. See also [50] for
another derivation of GLODF in terms of PTDF. While PTDF
and LODF determine the sensitivity of power flow solutions
to parameter changes, one can also study the sensitivity of
optimal power flow solutions to parameter changes; see, e.g.,
[51], [52]. LODFs are also studied more recently as a tool to
quantify network robustness and flow rerouting [53].

IV. LINE FAILURE LOCALIZATION: NON-CUT OUTAGES

In this section, we first introduce the Simple Cycle Criterion
that characterizes whether the branch flow on a surviving
line is impacted by a non-bridge outage. We then use it to
explain failure localizability of a power network: for a non-
cut set outage, the impact is localized within each block where
outages occur.

4LODF for multi-line outages is also developed in, e.g., [46], but without
the simplification of the matrix inversion lemma.

A. Simple Cycle Criterion

Theorem 6 shows that whether the tripping of a line [ will
impact another line [ or not depends on how these two lines
are connected by subtrees of G. We now establish a simple
criterion that can be directly verified on the network graph. It
states that the outage of line [ will impact the branch flow on
line I, ie., K}; = 0, only if there is a simple cycle in G that
contains both lines (recall that a cycle in a graph G is called
a simple cycle if it visits each vertex at most once except for
the first/last vertex).

The converse holds “almost surely” in the following sense.
Suppose the line susceptances are specified by a random
vector B + w := (B; + w;,l € £) where the random vector
w = (wy,l € ) is drawn from a multidimensional probability
measure j that is absolutely continuous with respect to the
Lebesgue measure L,,, i.e., for any measureable set X,
L, (X) = 0 implies ;(X) = 0. By the Radon-Nikodym The-
orem [54], the probability measure (i is absolutely continuous
with respect to L,,, if and only if it has a probability density
function. This essentially amounts to requiring the measure p
to not contain Dirac masses. In practice, such random vector w
can model manufacturing, measurement, or modeling errors.
For two predicates s1 := s1(B+w) and so with s; dependent
on the value of the random vector B 4w, we say s1 “if” and
only if so when s; implies so and so almost surely implies
s1, or mathematically, we have

s1 = s2 and sy = p(si(B+w)) =1

Theorem 8 (Simple Cycle Criterion). For any [ = (i,]) € £
such that G' := (N, E\{l}) is connected and | = (i, j) € &,
we have K;; # 0 “if” and only if there exists a simple cycle
in G that contains both | and l.

We refer the readers to [55] for an explicit zero probability
example where the “if” part does not follow.

B. Localization of Non-cut Outages

We now use Theorem 8 (proved in Appendix VI-D) to
explain failure localizability of the network graph G using
its unique block decomposition (see Definition 1). Recall that
two distinct edges are in the same block if and only if there
is a simple cycle that contains both of them. Theorem 8
then implies the following failure localization property when a
single non-bridge line [ trips: only surviving lines in the same
block as [ may see their branch flows impacted. In particular,
since a bridge is a block, a non-bridge outage will not impact
the branch flow on any other bridge. Additionally, the PTDF
matrix D has the same decoupling structure with the block
decomposition as D,; = K,;(1 — Dj;;) from (4). From these
considerations, the following result readily follows.

Corollary 9 (Failure localization: non-bridge outage). Sup-
pose a single non-bridge line | = (i,7) trips so that the
surviving graph (N,E\ {I}) remains connected. For any
surviving line 1 = (i, ) the following statements hold:

1) LODF K;; =0 if | and [ are in different blocks of G.

2) PTDF D;; = 0 if and only if K; = 0.

To extend failure localizability to the case of a non-cut F
outage we use (9d) in Theorem 7 to express the GLODF
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KT in terms of the LODF and PTDF submatrices K_pp
and Dpp. Corollary 9 implies a block-diagonal structure
of K_pr and Dgp which then translates into the same
block-diagonal structure of the GLODF K. Specifically,
assume the set £ of lines consists of b blocks & such that
E=&EU---U&and § NE, = 0 for j # k. Partition
the set F' of simultaneously outaged lines into b disjoint
subsets Fy, := FN&;, k=1,...,b, such that F = U F}.
Similarly partition the set —F' of surviving lines into b disjoint
subsets F__y := —FN&, = E\Fg, k= 1,...,b, such that
—F = U F_j. Without loss of generality we assume that the
lines are indexed so that the outaged lines in F} correspond
to the first |Fy| columns of K_pp, the outaged lines in F
correspond to the following |F| columns of K_pp, so on
and so forth, and the tripped lines in F}, correspond to the last
|Fp| columns of K_ pp. Similarly, the surviving lines in F_;
correspond to the first |F_1| rows of K_pp, and the surviving
lines in F_; correspond to the last |F_p| rows of K_pp. The
ordering of rows and columns of D_pp is the same as that
for K_pp. Similarly the rows and columns of Dppr will be
ordered according to Fy, k = 1,...,b. Finally partition B and
C according to the block structures of both —F, F' and &:
B_r 0
o= 5]
[dlag (B_ k,k =1,...,b) 0
= [C-
= [C-

diag(By,k=1,...,b)|’

b Cy Cy] .

Recall that D_pp = B_FCTFACF and Dpp =
BrCLACE. Corollary 9 then implies that the PTDF subma-
trices D_pp and Dpp decompose into diagonal structures
corresponding to the blocks of G:

D, 0 ... O
0 Doy ... 0
D_pp=: . . . . s (10a)
0 0 D_,
where D_j, := B_;,CT, ACy, k=1,...,b. Moreover,
Di 0 ... 0
0 Dy ... 0
Dpp =: | . . s (10b)
0 O Dy

where D), = BkaTACk, k=1,...,b. Here each D_y, is
|F_k|x|F)| and each Dy, is | F},| x| F|. They involve lines only
in block &, of G. Since K_pp = D,FF(I — diag(DFF))_l,
the LODF submatrix K_rr has the same block diagonal
structure as D_pp:

K, 0 0
0 Ky ... O
K—FF = . . . . s (IOC)
0 0 K
. -1
where K := D_j (I —diag(Dy)) ', k = 1,...,b and

D_y, Dy are given in (10a), (10b). As for D_g, each Kj,

7

is |F_g| x | F| and involves lines only in block & of G. The
invertibility of I — diag(Dy,) follows from Corollary 5.

Even if K¥ # K_pp in general, the next result shows
that the GLODF K" has the same block-diagonal structure as
K_ pr. This implies that even though the impacts of multiple
simultaneous line outages are correlated through the network
topology, such correlations are present only within each block.
In particular, the impacts of a non-cut outage are also localized
within blocks that contain outaged lines. It is proved by
substituting (10) into Theorem 7.

Theorem 10 (Failure localization: non-cut set outage). Sup-
pose a non-cut set F' of lines trip simultaneously so that
the surviving graph (N,E\ F) remains connected. For any
surviving line | = (i,7):

1) GLODF Kg =01ifl and [ are in different blocks of G.

2) K¥ := Kt has a block diagonal structure:
KF OF . 0
KF —. 0 K:2 0 , (11a)
0 0 KF

where for k = 1,...,b each K} is |F_;| x |Fx| and
involves lines only in block & of G, given by:

Kf :==D_y(I—Dy)™! (11b)
= Ky (I —diag(Dy)) (I = Dy)~",  (1lc)

or in terms of B,C and A:
K{ = B_,CT, ACy (I — BLCiL ACy) (11d)

Again, since a bridge is a block, a non-cut outage does
not impact the branch flow on any bridge. The invertibility
of I — Dy, follows from Corollary 5 and the block-diagonal
structure of Dpp. Theorem 10 subsumes Corpllary 9 which
corresponds to the special case where F' = {/}. In that case
KF = K! is a size m — 1 column vector. If [ € &, then
D FF = Dﬁ and

with K := D_y(1—Dy)~" and D_y := (Dy;,1 £ 1,1 € &).
The ability to characterize in terms of the GLODF K ¥ the

localization of the impact of line outages within each block

where outages occur is illustrated in the next example.

Example 1. Consider a non-cut set F' := {l1,l2} and the
N — 2 event where lines 1y and ly trip simultaneously. The
branch flow change on a surviving line | € —F is given in
terms of the GLODF K defined in (7) as:

fl_fl = Kﬁlfll + Kﬁ;flw

where Kflf is the (1,1)-th entry of K, i = 1,2. There are two
cases:
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1) Lines [,l5 are in the same block &. Then

fi—f = 0 iflé &k,
T K A+ KL ifl €&

2) Lines [y, 15 are in different blocks, say l; € &;. Then

3 0 l:flgglng,
fii—f =X Kjf ifleé,
Kllzfl2 l.flegz.

In this case since there is a single non-bridge line that is
outaged in each block, the decoupling of outages over
different blocks means KI; = Kj; as if each of the
outaged lines |1 and o is outaged separately.

O

Theorem 10 is a consequence of the Simple Cycle Criterion
since K; # 0 only if there is a simple cycle that contains both
I and I. The converse of the Simple Cycle Criterion asserts
that K I # 0 “if” there is a simple cycle that contains both
[ and [. This immediately implies the converse of Corollary
9 that Kli # 0 “if” [ and [ are in the same block of G. In
other words, not only the submatrices K_pp,D_pp, Dpp
are block-diagonal, but also that almost surely with respect to
u, every entry of the diagonal blocks Ky, D_j, Dy in (10)
is nonzero. This is only for the case when a single non-
bridge line [ trips. It does not directly imply the converse of
Theorem 10, i.e., it is not clear whether every entry of K ]f is
nonzero (u-almost surely) when multiple lines in a non-cut set
F trip simultaneously. Even though every entry of D_y, Dy,
is nonzero (u-almost surely), the issue is whether every entry
of the product K = D_(I — Dy)~! from (11c) is nonzero
(u-almost surely). The next result (proved in Appendix VI-E)
shows indeed the converse of Theorem 10 holds as well.

Theorem 11 (Failure localization: converse). Suppose a non-
cut set F' of lines trip simultaneously so that the surviving
graph (N, E\F) remains connected.

1) For any surviving line | = (i,j) the GLODF Kl? #0
“if” and only if | and [ are in the same block of G.

2) Every entry of the diagonal blocks K]f, Ky, D_, Dy, in
(11) and (10) is nonzero p-almost surely.

V. CONCLUSION

In Part T of this work, we develop a spectral theory us-
ing the transmission network Laplacian matrix that precisely
captures the Kirkhhoff’s Law in terms of graphical structures.
Our results show that the distributions of different families
of subtrees play an important role in understanding power
redistribution and enables us to derive algebraic properties
using purely graphical arguments. We consider the scenario
where the surviving network remains connected and explain
how the localizability of line failures can be fully characterized
using its block decomposition.
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VI. APPENDIX: PROOFS
A. Proof of Theorem 3

Recall that, without loss of generality, we choose node n
as reference node and defined the matrix A accordingly in
(2). If i = n or j = n, it is easy to see that T (ij,n) = 0
so that A;; = 0. Now suppose i, j # n, we can express A;;
in terms of the weighted spanning trees through the Cramer’s
rule. Specifically, let A; denote the j-th column of A after
removing the reference node. Note from the definition of A
that LA; = e;, where e; € R"~! is the vector with 1 as its
j-th component and 0 elsewhere. Cramer’s rule gives

det (f;)
Ay = —=-
Y det (L)
where f; is the matrix obtained by replacing the i-th column
of L by e;. Now, by Lemma 2, we have

det (Z;) = (—1)"" det (fij) = Z B(F),
FeT(ij,n)
and using the Kirchhoff’s Matrix Tree Theorem we obtain
det (L) = Y B(F),
FeTe

concluding the proof. O

B. Proof of Theorem 4

Theorem 3 implies that

> BF) ) (A + Az - A - Ay)

FeTe

= > BB+ D> BF)
FET (it,n) FET(jjn)

- s - Y ). a2
FeT(ijn) FeT (ji,n)

We can decompose the set 7 (i7,n) based on the tree to which
node j belongs. This leads to the identity

T (ii,n) = T (iji,n) U T (ii, jn),

where LI denotes a disjoint union. Similarly, we also have
T(jg.n) = T(ijj,n) U T(jj.in),
T(ij,n) = T (igj,n) U T (ij, n),
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T(ﬁ’n) = T(iﬁ,n) U T(jiin).

Substituting the above decompositions into (12) and simplify-
ing, we obtain

( > 5(F)> (A” + A Ay - Aﬁ)

FeTe
= Y. BE)+ D> B
FeT(j7,in)

FeT(ii,jn)
_ Z Z
FET (j1,in)

FeT(ij,jn)

BF) — B(EF). (13)

Furthermore, the following set of identities hold:

)

) =T (jj,ini) UT(jij, in),
T (ji,in) = T (ji,inj) U T (jij, in),
T (ij,jn) = T (ij, jni) U T (iij, jn).

Substituting these into (13) and rearranging yields

( > 5(F)> <A7,z + Ay — Ay - Aﬁ)
FeTe

- FeT%jnj) FeT%,m%)
R Z FeT%j‘:,jni)

FeT(ji,ing)
= Y BE)- > B,
FeT (ji,ij)

FeT(i1,57)

B(F) + B(F)

BF) — B(F)

where the last equality follows from

T (i1,37) = T (i1, jng) UT (47, in2)
and

T (ji,45) = T (ji,ing) U T (if, jni).

This completes the proof. O

C. Proof of Theorem 7

The first part is proved by analyzing the post-contingency
network A_ p, the second part is proved by analyzing the pre-
contingency graph A, and the third part is proved by relating
DfFF and KfFF-

a) Proof based on post-contingency A_p: The DC
power flow equations (1) for the pre-contingency network are:

p=Cf=C_pf_r+Crfr, f=BC"0.

Let ( f- F,é) denote the post-contingency branch flows and
phase angles. Given the assumption that the power injections
remain the same, we have the following DC power flow
equations for the post-contingency network:

p=C_pf-r, fr=B_pC’0.
Subtracting (14) from (15) gives
C_p(f-r—f-F)=Crfr, f-r—f-r=B_pCrp(6-9).

(14)

5)

10

Therefore, (Af_p,Af) = (f,p — fop,0— 0) satisfies the
DC power flow equations with injections Cr fr on the post-
contingency network. The unique solution for Af_p is:

Af-p=B_pCrpA_rCF fr.

KF

b) Proof based on pre-contingency A: In this part, we
construct a fictitious network that mimics the impact of the
non-cut F' outage. Specifically, the network is the same as the
pre-contingency netowrk but with its injections changed from
p to p = p + Ap. For this fictitious network, the DC power
flow equations write:

p=Cf=C_rf r+Crfr,

We choose Ap so that it is carried entirely by the fictitious
branch flows fr on lines in F that would be have been
disconnected, i.e. we pick

Ap = Cr fp.

This additional injection Ap does satisfy 17Ap = 0 and is
thus balanced. Substituting (17) into (16) yields:

p=C_pfp, fr=DB_pCTL,

ie., (f_p,0) satisfies the same DC power flow equations
(15) for the post-contingency network. Since the DC power
flow equations have an unique branch flow solution, the post-
contingency branch flows f_p from (15) must coincide with
the branch flows f_p in the fictitious network (16). This
allows us to calculate the GLODF K by relating f_ and fr
on two different networks through the relation between f_p
and fr on the same pre-contingency network. Considering the
fictitious network, we have:

fr = BrCLO = BrCEA(p + Ap)

Substituting into (17) gives Ap = Cpfr = CpBpChA(p +
Ap). Hence,

f=BCT. (16)

amn

(18)

Ap=(I—CpBpCFA) " CprBpCEAp,  (19)

which yields the following expression for f_ r in the fictitious
network .
for=B_prCTLA(p + Ap).

The pre-contingency line flows are given by
f-r=B_pCIpAp, fr=BrCLAp.
Substituting these expressions we have
2 -1
for=f-r+B_pCl A(I - CpBpC{A) Crfp
-1
=f_p+B_pClLACF (I - BFCLACF) ~ fr,
KF
where we use the identity (I + M;My)~*M; = My(I +
MyM;)~1 (provided the inverse exists) in the last equality.
This identity follows from:
My = M(I+ MyM;)(I+ MyM;)™*
= (My + My MoMy)(I + MaMy)™!
(I + My My)My(I + MoMy) ™t
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¢) Relation between K¥ and K_pp: As shown in (8),
we have D_pp = K_pp(I —diag(DpF)). The K¥' in terms
of pre-contingency network A yields:

K" B_pCToACk (I — BrCEACE) ™

D_pp (I — Dpg) ™"
= K_pp(I —diag(DpF))(I —Dpp)~'. O

D. Proof of Theorem 8

Theorem 6 implies that K; is proportional to the following
polynomial in the subsceptances B:
>, B

fB) = > B(F)-
FeT (ji,i))

FeT (i1,43)

If K;; # 0 then at least one of the sets T(z’%, jj’) and
T (i7,41) of spanning forests is nonempty. Suppose 7 (i, )
is nonempty and contains a spanning forest F'. The tree in
F that contains buses i and 7 defines a path from 7 to %, and
the other tree that contains j and ; defines a path from j to
J. These two paths are vertex-disjoint, i.e., they do not share
any vertices. If we add the lines [ = (4,) and [ = (z,7) to
these two vertex-disjoint paths we obtain a simple cycle that
contains both [ and [.

Conversely suppose there is a simple cycle that contains [
and [. Removing lines [ and [ from the simple cycle produces
two vertex-disjoint paths, say, P; that contains buses 7, ¢ and P;
that contains buses j,j’. Since G is connected we can extend
P; and P; into a spanning forest with exactly two disjoint
trees. This spanning forest, denoted by F, is in T (i, jj).
Furthermore F is not in 7 (ij, ji) from the following claim:

T (ii,57) N T (if, ji) = 0.

To show this, consider an element 7} from T(i%, jj) which
consists of two trees 71 and T with 77 containing i,% and T
containing 7, j. If Ty € T (ij, ji), then 71 must also contain 7.
However, this implies j € 71N 73, and thus 77 and 75 are not
disjoint, contradicting the definition of 7 (iJ, j4). Hence f(B)
is not identically zero. This means K; = 0 if and only if B
is a root of the polynomial f(B). It is a fundamental result
that the root set of a polynomial which is not identically zero
has Lebesgue measure zero. Therefore, since y is absolutely
continuous with respect to the Lebesgue measure £,,, we have

H(F(B+w) = 0) = Lu(f(B+w)=0)=0

ie., u(K;; #0) = p(f(B+w)#0) = 1if there is a simple
cycle that contains [/ and [. O

E. Proof of Theorem 11

We only provide a sketch of the proof (see [56] for details).
It suffices to show that if [ and [ are in the same block of G
then K # 0 p-almost surely.

Recall that K}" = D_j(I— Dy,)~!, where the (I, 1)-th entry
of D_g or Dy is given by
D — B (ZFGT(i%,jj’) B(F) — ZF@T(ij,ﬁ) B(F))
b EFETg B(F) ’

(20)

11

where [ = (i, j) and [ = (273) By construction, K¥', D_;,, D,
involve lines only in block & of G. Consider

Kfj= % [D-tl, {(I_Dk)_l]mf’

me&y

2y

where [M],; denotes the (I,1)-th entry of a matrix M. We
treat D; := D;(B) and hence K := K (B) for each pair
(1,1) € £ x &, as polynomials in the susceptances B = (by, 1 €
£). Without loss of generality we focus on the first block &;.
The proof consists of three steps: (1) show that D,;(B) for
each (I,1) € & x & is not a zero polynomial; (2) show that
[(I - Dk(B))fl]llA for each (I,I) € & x & is not a zero
polynomial; and (3) show that the summands in (20) do not
cancel out so that K;; (B) is not a zero polynomial. Then
M(Kg(B +w)=0)=0,1ie, KZE # 0 p-almost surely.

Step 1 can be proved by appfying the same argument in
the proof of the Simple Cycle Criterion (Theorem 8 in Part
D for K;; to the expression (20) of D,;. For Step 2 let M :=
(I — Dy,)~". Then column [ of (I — Dy)M = I gives (I —
Dy)M; = e; where M; is column [ of M and e; is the standard
unit vector. Cramer’s rule then implies

(—1)"* det (I - DQ)
det(I—Dy)

e [a-no), -

where DY is obtained from the |F})| x |F)| matrix Dy, by
removing its row [ and column [ and I above is the size |Fj|—1
identity matrix. Leibniz’s formula for determinant then yields

det (I - D}}(B)) =Y sen(@) [ <I - [Dﬁ;l}m(m) (B)> .

It is proved in [56] that the determinant above is not a zero
polynomial in B for each pair of (I,1) € & x &, including
[ = [. This implies M,; := M,;(B) is not zero polynomials in
B. Lastly, step 3 is proved in [56] and hence K?(B) is not a
zero polynomial in B. This completes the proo% sketch. [
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