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A First-Order Gradient Approach for the
Connectivity Optimization of Markov Chains
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Abstract—Graphs are commonly used to model various com-
plex systems, including social networks, power grids, transporta-
tion networks, and biological systems. In many applications, the
connectivity of these networks can be expressed through the
Mean First Passage Times (MFPTs) of a Markov chain modeling
a random walker on the graph. In this paper, we generalize the
network metrics based on Markov chains’ MFPTs and extend
them to networks affected by uncertainty, in which edges may
fail and hence not be present according to a pre-determined
stochastic model. To find optimally connected Markov chains,
we present a parameterization-free method for optimizing the
MFPTs of the Markov chain. More specifically, we present an
efficient Simultaneous Perturbation Stochastic Approximation
(SPSA) algorithm in the context of Markov chain optimization.
The proposed algorithm is suitable for both fixed and random
networks. Using various numerical experiments, we demonstrate
scalability compared to established benchmarks. Importantly,
our algorithm finds an optimal solution without requiring prior
knowledge of edge failure probabilities, allowing for an online
optimization approach.

Index Terms—Network analysis and Control, Markov pro-
cesses, Optimization, Simultaneous Perturbation Stochastic Ap-
proximation, Optimization algorithms.

I. INTRODUCTION

RAPHS are widely used to describe complex systems,

such as social networks, power grids, transportation
networks, and biological systems. In many applications, it
is often useful to study the dynamical properties of these
networked systems by analyzing the behavior of random walks
on them. Such a random walk can be specified as a Markov
chain by explicitly giving all transition probabilities between
each pair of nodes. Mean first passage times (MFPTs) charac-
terize the connectivity properties of the given network, as they
describe the expected time for the random walker starting at
a given node to reach another specific node for the first time,
for a review, see [1], [2]]. MFPTs are studied in various fields
where phenomena can be modeled with Markovian dynamics,
for instance, in biology [3|] or chemistry [4], [5].

In this paper, we focus on analyzing and minimizing mean
first passage times (MFPTs) in Markov chains. MFPTs serve
as building blocks for several important metrics of network
connectivity and robustness. Examples include the effective
graph resistance or Kirchhoff index (6], [[7]], the DW-Kirchhoff
index [8|], and the Kemeny constant [9]], all of which can be
expressed as weighted combinations of MFPTs.
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A central theme in the literature is how to optimally
design or modify edge weights to improve such metrics; see,
e.g., [10], [11]. In this context, optimizing edge weights can
be equivalently interpreted as designing an optimal exploration
policy over the graph. Indeed, since edge weights define the
transition probabilities of the associated random walk, they
implicitly determine how the graph is traversed. From this
perspective, the problem becomes one of policy optimization,
where the goal is to identify the Markov chain that minimizes
a specified MFPT-based performance criterion.

The resulting problem is generally non-convex, but restrict-
ing the set of solutions to reversible Markov chains can turn the
problem into a convex one. For example, the minimization of
the Kemeny constant can be made convex by constraining the
stationary distribution of the Markov chain and consequently
can be solved using semi-definite programming [11f], [12].
However, the restriction to reversibility has a severe impact on
the achievable objective value (see [[12]] for an example), which
motivates our research into a gradient-based optimization
method that does not rely on convexity and thus allows one
to drop the reversibility condition on the network.

In the present paper, we deviate from the standard ap-
proaches in the literature by formulating and solving more
general and possibly non-convex optimization problems for
network connectivity. In particular, we allow for more general
MFPT-based objective functions. Moreover, we extend the
existing literature by considering settings in which network
edges can fail with some (possibly correlated) probability.
For instance, this can be of particular interest when modeling
power grids where transmission lines may fail due to climatic
disasters (wildfires, floods, storms, etc.). Therefore, in the rest
of the paper, we distinguish between the fixed support case, in
which the set of edges of the network is fixed, and the random
support case, where there is uncertainty in the support of the
graph, i.e., edges fail stochastically.

Our main contributions are as follows:

o We generalize the existing metrics for network con-
nectivity based on MFPTs, accommodating both linear
combinations and general (smooth) functions. Moreover,
we introduce a broader class of network optimization
problems with the new generalized connectivity metric as
an objective function. We consider both the fixed support
case and the non-trivial random support case.

o If the considered graph is Hamiltonian, we derive explicit
bounds for the sum of the MFPTs if we assume reversibil-
ity in Proposition [[II.2] and we show that we can obtain
a strictly better solution by relaxing the reversibility
assumption.



o We modify the Simultaneous Perturbation Stochastic Ap-
proximation (SPSA) algorithm [[13]], [26]] specifically for
the context of Markov chain optimization to solve possi-
bly non-convex policy optimization problems, both in the
fixed support setting (see Theorem [[V.3)), as well as in the
random support setting (see Theorem [V.2). A key feature
of our approach is a tailored perturbation and projection
scheme that guarantees all iterates remain valid Markov
chains, thereby respecting the hard constraints intrinsic to
the problem of Markov chain optimization. Concurrently,
we allow for constraining the stationary distribution of
the Markov chain. We show that our method outperforms
a benchmark in terms of scalability and can seamlessly
integrate an online optimization approach. Our relatively
simple yet powerful extension of SPSA underscores the
versatility of first-order methods in studying network
connectivity.

« We demonstrate our approach in the context of surveil-
lance applications taken from [[11f]. Specifically, by re-
laxing the reversibility assumption, we can design much
more efficient stochastic surveillance algorithms for the
fastest detection of intruders and anomalies in networks,
both in the fixed support setting and in the random
support setting.

The paper is organized as follows. Section [lIj introduces the
notation and some preliminaries. In Section we describe
the Markov chain optimization problem with the generalized
MFPT metric as objective in the fixed support setting and
provide conditions for its convexity. In the same section, for
some special graphs of interest, we also derive explicit bounds
for the so-called “price of reversibility”. We derive closed-
form expressions for the derivative of MFPTs with respect
to the parameters of the Markov chain in Section [[V] and
leverage them to introduce an SPSA-type method for the
optimization of Markov chains. In Section [V| we consider
the problem in the random support setting, explicitly list
sufficient conditions for convexity, and explain how to modify
our algorithm accordingly. In Section we demonstrate
SPSA’s scalability and its handling of correlated edge presence
in the random support setting. We present an application of
SPSA in a surveillance context in Section Using our
SPSA, we obtain a solution that, leveraging directionality
and irreversibility, strictly improves reversible solutions. We
conclude with a discussion of further research in Section

II. NOTATION AND PRELIMINARIES

We consider a finite, directed, and simple graph ¢ = (V, E),
with set of nodes V' = {1,..., N} and set of directed edges
E CV x V. We denote by E; the set of edges leaving node
i,ie, B ={e E:L=(i,j),j € V}. Given 4 = (V, E),
we consider the vector = € [0,00)/Zl whose elements are the
edge weights of ¢, that is, xy = x(; ;) is the weight of edge
¢ = (i,j) € E. We denote the vector of weights of the edges
leaving node ¢ € V' by

(i) = (w(i,j))(i,j)eEi’ M

and, consequently, the vector x can be seen as the concatena-
tion of these vectors, i.e.,

.%‘(N).)] . (2)

Throughout the paper, we specifically consider weights that
induce a Markov chain on a graph ¢. More formally, let P =
P (%) be the set of stochastic matrices associated with ¢, i.e.,
the collection of N x N matrices P such that F;; > 0 if
(i,j) € E and P;; = 0 otherwise. Then, for 2 € [0, c0)!F!
and > vem, Te> 0, for all 7 € V, we define the Markov chain
associated with z through

x=[za,)

Ly

P(z) = P(z,9) = eie; €P, (3)

X
i=(i7yem 2oteE:

where e; € RY is the vector with a 1 in the 4th position and
zeros elsewhere. For our analysis, we work with the following
constraint sets:

pos —
X (pos,e)  —

zeRPl:z, >0, Ve E},
zeRIE .z, > VI EY},

for ¢ > 0 small, and

Xeq:{xeR|E| S a =1, vz'ev}.
lEE;
Let
X = AP N X% and X. = xX(Po%) 1 yeq,

With this notation, @ is a Markov chain for x € AP°%, if
> e, Lo > 0, for all 2 € V. Note that the latter is implied for
x € X, Therefore, it is natural to encode the normalization
in into the set of feasible weights via A'P°%. Then, for
T EX, simplifies to
P(x)=P(x,9) = Z a:geiejT eP. 4

(=(i))eE

Throughout the paper, we will refer to a general stochastic ma-
trix associated with ¢ as P if there is no explicit dependence
on .

The Markov chain associated with a given stochastic matrix
P € P(¥) describes a random walk on the graph ¢. More
formally, if X,, € V denotes the node of the network at which
the random walker resides at time n € N, we assume that for
every 4,7 € V, the transition probabilities from node 7 to
node ;7 only depend on the current node and are given by the
corresponding element of the matrix P, i.e.,

Pij = PrOb(Xn+1 :j | Xn = Z)
= PI'Ob(Xn+1 = ] | Xn = i, . ,X()).

Then, {X,, },en is a (homogeneous) Markov chain with node
transition matrix P.

Throughout the paper, we assume that ¢ is strongly con-
nected. This assumption implies that any P(x) is irreducible
whenever ¢ € A. In an irreducible Markov chain, all nodes
in the graph “communicate”, i.e., for all (¢,j) € V' x V, there
exists an index k € N, such that PX > 0. An irreducible P(z)
has a unique stationary distribution 7 = 7(P(z)), for which



T >0, Zi\; m; = 1, and wP(z) = m (where following the
standard convention, we treat 7 as a row vector). We denote

X" ={zc X :7m(P(zx)) =7}, and X7 = X" N A,

as sets inducing Markov chains P* = {P € P : n(P) = #}
with fixed stationary distribution 7 via (@).

The value 7; of the stationary distribution of P can be
interpreted as the long-run fraction of visits to node j by
the random walker. In particular, if P is irreducible (but not
necessarily aperiodic), it a.s. holds that

I, = nlgnéo - Z Prob(X,, =7 | Xo =1)
m=1
~  lim lzn:(PM).: Jim 12%1()( .
n—oo N me—1 K n—oo Mn m—1 m ’

where 1(-) being the indicator function. The matrix
IT = (Iij)i jev

is called the ergodic projector of P. In fact, the limits II;; are
independent of the initial node i (i.e., m; = 1I;;, forall j € V)
so that IT has equal rows, all equal to the unique stationary
distribution 7 = (7; : j € V) of P.

For a Markov chain P, let M € RQIOXN be the matrix of
the mean first passage times, where for every i,7 € V

M;; = E[min{n > 1 | X, = j, Xo = i}]

denotes the mean number of steps it takes a random walker to
go from ¢ to 7. From the irreducibility of P and the finiteness
of the set of nodes V, it follows that M;; < oo for every
1,7 € V. The entries of M can be interpreted as “distances”
or “connectivity metrics” between nodes: if M;; < Mjy, then
node j is reachable from node ¢ on average in fewer steps than
node k. The deviation matrix of P is defined as

D=(I-P+1) ' -1L &)

Given II and D, the mean first passage time matrix M can be
obtained using the following closed-form expression [9], [21]]:

M = (I — D +11"dg(D)) - dg(I) ", (6)

where 1 is an appropriately sized vector of ones and dg(-)
denotes the diagonal matrix formed by placing the elements
of the argument matrix on the diagonal.

A Markov chain P is reversible if it satisfies the following
condition

(R) P satisfies the detailed balance equations

Wi(P)Pij:ﬂ'j(P)Pji, Vz,jEV,

see [14]. In the following, we let PV = {P € P :
m;(P)P;; = m;(P)Pj;, Vi,j € V} denote the set of reversible
Markov chains. In Lemma [[I.1} we will show that P(z) via
(@) is a surjective map from

xeyml) — gsym ) g o ypos . Z Tag =1¢,
(i,J)EE

where XY™ = {.’17 € XPos T(i,5) = T(4,i)» v (Z,]) S E}, to
Prev. Furthermore, P(x) becomes a bijection if we only
consider strongly connected graphs.

Lemma IL1. P(z) via (B) is a surjective mapping from
XGym1) o Prev. Furthermore, P(x) is a bijection when
X (ym1) s restricted to induce strongly connected graphs.

Proof. See Appendix [C] O

A frequently used quantity to study network connectivity
is the effective graph resistance or Kirchhoff index. For a
graph (¥,x), x € X™,  the effective graph resistance
Ryot() is defined using the effective resistance matrix R(z) =
R(G,z) € RY;N as follows

Riot(7) = Riot (4, 7) = ZRij (2), (7
i<j
where the effective resistance R;;(x) between node ¢ and j
can be expressed in terms of the mean first passage matrix M
corresponding to the Markov chain P(x) as

RZJ(I’) (sz + M]z)a (8)

2 teE Tt
where R(z) is symmetric by construction [[10]. If the effective
graph resistance is small, then a random walker on the
corresponding graph quickly reaches any node from any other
node. Therefore, R;.:(x) is a measure of connectivity, with
lower values of R.:(z) corresponding to higher connectivity.
The effective graph resistance is used as a proxy for robustness
in the design and control of power transmission networks
(see [15]]): a low effective graph resistance indicates that all
nodes in the network are well connected so that, in the event
of transmission line failures, electricity can still efficiently
flow throughout the surviving network [[16]], [[17]. This concept
extends naturally to communication networks [18]], [[19]], and
air transportation networks [20].

III. MARKOV CHAIN CONNECTIVITY ON FIXED GRAPHS

Let us consider a generic metric of the connectivity of a
Markov chain P expressed as the (weighted) sum of MFPT’s,
defined as

S(P,C) =Y Ci;(P)My, 9)
0,J

where C(P) € RYYN is a matrix of non-negative weights
Ci;(P) > 0 that may depend on the Markov chain P itself.
One may choose these weights such that C;;(P) > Cy(P) to
express the fact that the decision-maker values the connectivity
of ¢ to j more than the connectivity from %k to [. In this
way, it becomes possible to focus the network optimization
problem around a subset of nodes or specific clusters of the
given network. A standard choice for C(P) is

Cl(P) = mi(P)m;(P), (10)

which yields the Kemeny constant K = S(P,C™). The
Kemeny constant is a measure of the strength of connectivity
of a Markov chain and is frequently used in graph analysis
(e.g., see [L1], [21], [22]).



Another canonical choice is to take C'(P) as the scalar
matrix C* =117 — I. If 3,z @, = 1, we recover the DW-
Kirchhoff (directed & weighted) index introduced by [8] as a
generalization of the effective graph resistance (7).

In this paper, our goal is to find optimally connected Markov
chains by minimizing S(P,C). From now on, we will treat
C' as a scalar matrix; however, it is important to note that our
optimization techniques also apply to cases where C' varies
with P (as long as C'(P) is three times differentiable), for
example, when optimizing the graph’s Kemeny constant.

A. Optimizing Markov chain connectivity

Let us formulate the problem of designing an optimally
connected Markov chain P € P on a graph ¢ as

glel% S(P,C). (11)

We also consider the variant of the optimization problem (1)
with an additional constraint specifying a target stationary
distribution 7 € (0,1)" for P, that is,

S(P,C).

iz, (12)
This version of the problem is studied in [[11] in the context of
finding a stochastic surveillance policy P for network surveil-
lance, where the policy is designed to visit nodes in proportion
to the anticipated probability of intruder appearances at each
node, represented by 7.

If P is reversible and C = C7 = (7i7;)ijev, for fixed
stationary distribution 7, problem has been shown to be
convex [[11]]. Note that dropping the 7(P) = # constraint
causes the problem to become non-convex, since the set of
reversible Markov chains is not convex due to the presence
of non-linearity in condition (R). However, in the following
theorem, we show how optimization via X™1) preserves
convexity when generalizing to (TI), thus relaxing the
m(P) = 7 constraint while also allowing for any non-negative
and symmetric C.

Theorem IIL1. Let C' € RQOXN be symmetric. Consider the
optimization problem B

min
pex(sym 1)

S(P(z),0). (13)
Then, the reversibility condition (R) is satisfied for P(z) via
for all strongly connected (¥, z) and the problem in
is convex. Moreover, if C is a matrix with identical entries
C;j = ¢ >0, then (I3) is a strictly convex problem.

Proof. As argued earlier, we can model all P that satisfy
condition (R) using X ¥™1) which is clearly convex in view
of its linear constraints. To show the convexity of S(P(x),C),
we use the convexity of all pairwise resistance distances
R;;(x) in any undirected weighted graph (¢, x) shown in [10].
It follows that for any symmetric matrix C € Rgoxzv we can
rewrite

S(P(x),C) = Cij(Mi; + M) = > CijRj(x).
i<j i<
Thus, being the sum of convex functions, S(P(x),C) is
convex.

To show strict convexity, assuming C' with identical entries
¢ > 0, we use the fact that the effective graph resistance
Riot(x) = ZKJ- R;;(x) is strictly convex [10]. Indeed, we
can simply rewrite

S(P(z),C) =Y cRij(z) =cY_ Rij(x),
i<j 1<j
and strict convexity follows when ¢ > 0. O

Remark III.1. We do not need to explicitly model the con-
straint that (4,x) is strongly connected in Theorem
since any graph, where C;; > 0 and i and j are in separate
components, has S(P(z),C) = oo (due to M;; = c0).

Note that in the more general case where the matrix C' is
symmetric but contains non-identical entries, problem is
only convex but not necessarily strictly convex. Moreover, the
findings in Theorem [IL1] carry over to problem (12) since
enforcing a fixed stationary distribution 7(P) = 7 eliminates
the non-linearity in (R), and so P7 is convex.

Condition (R) makes the optimization problem convex,
but adding it also dramatically restricts the set of possible so-
lutions. In the next subsection, we show the negative impact of
the reversibility condition on the optimal solution for S(P, C),
providing a strong rationale for addressing the problem without
assuming reversibility:

min S(P(z),0), (14)

where P(z) via (@), and the analogous problem for (12):
min  S(P(x),C). (15)
TeXT

Note that these problem classes can be extended to cases
where C' depends on P, as is the case, for instance, in the
minimization of the Kemeny constant, see (I0).

B. The price of reversibility

In the following, we consider a specific case that allows for
comparing analytical reversible and non-reversible solutions to
(TT). To that end, consider a directed graph ¢ that is Hamil-
tonian, which means that ¢ admits a path, called Hamiltonian
cycle, that starts and ends at the same node, visiting all other
nodes in the graph exactly once. The following theorem states
that if ¢ is a Hamiltonian graph and if we assume unit weights
C = C! for the mean first passage times in (9), then the
optimal solution of (II)) yields a Hamiltonian cycle on ¢.

Proposition IIL.1. Let ¥ = (V, E) be a directed Hamiltonian
graph. Then, the Markov chain

P =argmin S(P,CY),
PeP

(16)

corresponds to a Hamiltonian cycle on ¢, that is, P is
irreducible, and each row has one entry equal to 1 and all
other entries equal to 0. Furthermore, its optimal value equals
N3 _ N2
—s

Proof. The proof straightforwardly follows from [43, Theorem
2], see Appendix O

S(P,ch) = (17)



If the graph ¢ admits a Hamiltonian cycle and we assume
reversibility, the following lower and upper bounds hold for
the optimal Markov chain P.

Proposition IIL.2. Let ¢ = (V, E) be a directed Hamiltonian
graph with N > 3 nodes. Consider the optimization prob-
lem with P satisfying (R) as an additional constraint;
P =argmin S(P,C") (18)
PEPrev
Then, the following inequality holds for its optimal value:

N* — N2
—5

N®—2N?2 4+ N < S(P,Ch) < (19)

Proof. See Appendix O

Inspecting propositions and [[IT.2] we conclude that one
always obtains strictly worse solutions by assuming reversibil-

ity, since N3§N2 < N3 —2N?+ N for any N > 3.

C. Illustration of the price of reversibility

We demonstrate the price of reversibility in the case of a
directed version of the Petersen graph, see Fig. [T} Here, the
edges with missing arrows can be traversed in both directions.
For this instance, the optimal non-reversible Markov chain,

see (16)), is visualized in Fig.

Fig. 1. Directed Petersen Graph, N = 10.

Fig. 2. Global optimal non-reversible solution P, which yields an optimal
value of S(P,C1) = 450.

This graph allows for multiple tours, so the global minimum
is not unique. For sake of comparison, we show the optimal

reversible Markov chain as in (I8), after having excluded the
one-directional edges of the graph, see Fig. since these
edges cannot be used in a reversible P.

Fig. 3. Global optimal reversible solution P, which yields an optimal value
of S(P,Ct) = 1529.

IV. FIRST-ORDER DERIVATIVES AND APPROXIMATIONS

Simultaneous  Perturbation = Stochastic ~Approximation
(SPSA) is a gradient-based optimization technique that is
particularly effective in scenarios involving complex, noisy,
and high-dimensional problem spaces. The key ingredient
of SPSA is that the gradient of the objective function is
approximated by using only two measurements, regardless
of the dimensionality of the parameter space. Thus, SPSA
significantly reduces the computational burden compared
to traditional finite-difference methods [13]], [23]]. Working
towards our final SPSA-based algorithm, we first provide
analytical expressions for the derivatives of Markov chains.
Subsequently, we show how to extend SPSA to approximate
these derivatives.

Consider the generic optimization problem

min J(z),
where the function J is assumed to be three times continuously
differentiable with respect to x. The SPSA gradient proxy of
J in x [13]] is obtained as follows:

J(z+nA) — J(a:—nA)A
2n ’

G(z) = G(z,A,n) = (20)
where A ~ Rad? is a perturbation vector with entries inde-
pendently and uniformly distributed over {—1, 1}. We can find
a stationary point of J using the following basic stochastic
approximation recursion initiated at some initial point x(0),

z(k+1) = z(k) — a(k)Gr(z(k)), (1)

for k € N, with step size sequence {a(k)}ren and gradient
proxy Gi(z(k)) = G(z(k),A(k),n(k)) depending on se-
quences {A(k) }ren, and {n(k) }ren. The algorithm converges
strongly to a point = for which VJ(xz) = 0 if appropriate
sequences {a(k)}ren, {A(K)}ren, and {n(k)}ren are used
(for a convergence result, see [|13])).

As we show in Appendix [A] standard SPSA is not applica-
ble for solving problem (I4), since the constraints imposing



X are hard constraints and therefore cannot be violated.
Therefore, we adapt the generic SPSA algorithm in
to operate within the constraint set X. First, we derive in
Section an analytical expression for the steepest feasible
descent on X'°9. Then, in Section we introduce a version
of SPSA that estimates this descent direction, ensuring that
z+£nA € X Subsequently, Section [[V-C| presents an SPSA
variant following [26], designed to maintain feasibility of the
perturbed values = + nA with respect to XP°® across all
iterates of x. To ensure this, we require that each iterate x
is projected back onto the restricted set X'(P°5¢) 5o that the
resulting perturbations remain within X'P°%. Combining these
two components yields an SPSA algorithm that guarantees
x £ nA is feasible for any z € X;; see Section Hence,
SPSA effectively solves problem (14) over X.. Lastly, we
discuss how to apply SPSA to the extended problem (I3) in
Section [[V-E] where a similar approach is used to optimize
over X7

A. Analytical derivatives
1) Directional derivatives: Denote the set of all feasible
directions leaving x € X. with respect to the set X as
D(z;X) = {6 € RIFI: ||l <1ATn:z+nd € X}

Then, we can define the directional derivative for a contin-
uously differentiable function J(x) in the feasible direction
§ € D(z;X) as

J 0)—J
D5 (x) = Tim ZEFM) = I (@),
n—0 n
In Theorem we provide analytical directional derivatives
for II, D, and M.

Theorem IV.1. Let © € A, such that P(z) € P and take
d € D(z, X). The directional derivative of II with respect to
0 is given by
95Tl = I1P' D,
and that of D by
dsD = —TID + DP'D,

where we use the abbreviation P’ = 95 P(x). Moreover, for
M = M(P(x)) the following identity holds
9sM = (—D' +11"dg(D")) - dg(11)~*

+(I = D+11"dg(D)) - (~dg(I1)~dg(I')dg(I1) ") ,
with II' = 9511 and D' = 9sD.
Proof. The differentiation of 7w with respect to P reduces
the problem to the well-studied problem of differentiation of
parameterized Markov chains. The explicit solution follows,
e.g., from [24], where it is also shown that 7 is analytic in
the entries of P. For the differentiability of D, we refer to

[25]], while that of M follows from @ using the fact that
(A7) = —-A-1A' AL, O

Following Theorem [[V.1] we can explicitly solve for direc-
tional derivatives of S(P(z),C) in direction § € D(z; X):

855(]3(;1:), C) = Z C’,-j(é‘(;M)Zvj.

2]

2) Steepest descent direction: We will now show how
to analytically find the steepest feasible direction d(x) €
D (x; X) provided © € X, and for £ > 0 small, that is, for
J(xz) = S(P(x),C) we solve

0(z) = argmin 0sJ(x),
0€D(z;X)

(22)

For any = € A&, x is strictly feasible with respect to non-
negativity constraints of X, i.e., x > 0. Therefore, a feasible
direction 6 € D(z;X) preserves that P(x + nd) € P, for
n sufficiently small. We can derive the necessary conditions
for § by writing the equality constraints in X as a system of
equations Az = b, where

1T
1\E1|

ANXIEl = ,and b=1.

(23)
1\TEN\

It follows that for any feasible direction ¢ € D(x; X) it must
hold that Az + §] = b which implies AJ = 0. Consequently,
all feasible 6 € D(x; X') are in the null space of A.

Let B = [v; v|g|—r] form an orthonormal basis for
the null space of matrix A, where r is the rank of matrix A. In
the specific case for finding 6(z), c.f. (22), A has N linearly
independent rows and thus » = N. To find B, we perform the
singular value decomposition

A=UxVT,

where U € RV*¥ s a real orthogonal matrix, ¥ a diagonal
matrix with singular values of A on its diagonal in descending
order and V' e RIZIXIEI also is a real orthogonal matrix.
Then, B corresponds to the last |E| — r columns of V.

Having obtained orthonormal basis B, we can compute
directional derivatives 0,,J(x) for each basis vector v;, i =
1,...,|E| — r in order to find the steepest feasible descent
direction like the gradient but within the subspace spanned by
the null space of A:

|E|—7 a'U1 J(Jf)

§(z) =— Z Oy, J(z) - v; = —B ,
=1 0, J ()

VIE|-r

(24)

for all z € A&, and normalizing the direction to unit length
yields 6(x) = 6'(z)/||0" (z)||2-

B. SPSA via steepest feasible descent on X4

Let us consider the following proxy of the steepest feasible
descent direction for a function J(z) in z € X%

o(a) = bz, A, n)

_J(x—nBA) - J(x +nBA)B

= o

where B = [v; v|g|—r], such that Col(B) = N (A),

where A as in (23], and perturbation vector A € RIEI=T,

Note that in the unconstrained case, A is the null matrix and,

consequently, B = I so that we retrieve the expression in (20).
Consider the following assumptions:

(25)
A

)



(A0) J(z) is three times continuously differentiable with
respect to x on X°9;

(A1) A~ {=1,1}El-",

The following theorem shows that, if these latter assumptions

hold, then 6(z) is an estimate of the steepest feasible descent

direction 0’ (z).

Theorem IV.2. Let §(x) as in (Z3). Moreover, let us satisfy
(A0) and (A1). Then, it holds that

Ea [S(x)} =5 (z) + O(1).
Proof. See Appendix [F] O

(26)

Note that the estimation in Theorem simply ignores
the norm constraint ||6(x)||2 < 1 in 22) by considering ¢'(z)
instead of §(x).

C. Keeping SPSA on XP°°

In the previous subsection, we have shown how the equality
constraint can be incorporated via a base transformation and
a steepest feasible descent direction staying on X°? can be
found. In the following, we illustrate how to adjust SPSA so
that  + nA € X'P°S. For this, we adapt Algorithm as
follows

z(k 4 1) = Proj y pos.e) [z(k) — a(k)G (z(k))], 27)

for k € N, where Proj,(x) is the projection of x to point
closest in the closed convex set Z in the L?-norm (viz.,
the element-wise projection Proj y (pes.) () = max(e, x)), and
perturbation scalar {n(k)}ren in G, (z(k)) sufficiently small.
The latter can be ensured by setting n(k) < ¢, for all k € N,
as this ensures feasibility of perturbations in Gy, (z(k)), for
any A ~ {—1,1}; see (20). Effectively, the algorithm is
applied on an interior set X' (P°%¢) € AP for some & small.
This approach can be extended for more generic constraints
using numerical projections based on sequential quadratic
programming [23]].

As shown by [26], one could apply a constrained SPSA
on the original set AP°%. To that end, introduce {e(k)} — 0
for k — oo, so that X (Pose(k)) XPos for k — oo. Then,
Algorithm 21)) can be adapted as follows

(k4 1) = Proj ypos [2(k) — a(k)Gy (Proj v os.cxny [(k)])] s

for k € N, and is shown to converge a.s. [20].

D. The overall SPSA algorithm

By integrating the approaches from Sections and[[IV-C
we obtain the following SPSA algorithm:

2k + 1) = Proj,_ [a(k) + a(k)ak(m(k))} . (28
for k € N, and 0y (z(k)) = d(z(k), A(k), n(k)), for J(z) =
S(P(x),C). We simply assign & > 0 an arbitrarily small
value. Furthermore, note that the operator Projy_[-] can be
easily implemented using the projection on a (scaled) simplex
for each z(; .y, for all i € V, as in [27].

To state the convergence result for (28), the following addi-
tional assumptions for the sequences {A(k)}ken, {a(k) }ren,
and {n(k)}ren are sufficient:

(A2) A(k) ~ {—=1,1}/FI=" is uniformly distributed for all %,
{a(k)} = {of(a0 + k + 1)}, and {n(k)} = {n/(k +
1)}, with « > 0, a9 > 0, % < Y <1, and v, >
(1 - ’7&)/2;

(A3) 0<n<e/\/|E|—r, fore>D0.

Note that (A2) extends the assumption on {A(k)}ren in (A1)

to all iterations k& € N. Furthermore, (A3) ensures that for all

k € N and each realization A, x(k)+nBA > 0. Consequently,

P(xz(k)£nBA) is an irreducible Markov chain and therefore

S(P(x(k)),C) is properly defined for all k € N.

Theorem IV.3. If assumptions (A0), (A2) and (A3) are
satisfied, the algorithm in converges almost surely to a
stationary point of S(P(z),C).

Proof. See Appendix [G] O

An alternative approach for solving over X, would be
to parameterize z(u) = ATb 4+ Bu > ¢, u € RIFI=", where
At = AT(AAT)™! is the pseudo-inverse of A as in (23),
B is an orthonormal basis for the null space of A, and b is
an appropriately sized vector of ones. Then, one can solve it
using a constrained SPSA explained in Section [[V-C}

S(P(x(u)),C)
st x(u) > e

min, cge/-»

(29)

Note that applying SPSA on this problem formulation pro-
vides an equivalent steepest feasible descent estimator as
in Theorem however, to the best of our knowledge,
there does not exist an off-the-shelf method for projecting
on the constraint x(u) = Afb + Bu > . One potential
approach is to numerically solve the projection on the polytope
{u € RIFI=" . Bu > ¢ — Afb}, but this tends to be
more computationally expensive compared to the well-studied
projection on the probability simplex for projecting on A..

E. Constraining the stationary distribution

Theorem and Theorem [[V.3] straightforwardly extend
to the stationary distribution constrained case. To that end, let
us find for feasible » € XT = X, N AT,

0(x) = argmin 095S(P(x),C). (30)
SED(z; X7T)
Then, let
[A b]zrrequ; ”D (31)

where the operator rref (T') takes the row-reduced echelon
form of a matrix T, A; is equal to the matrix in (23) and
A2 = [(Ag)l (AQ)N], SllCh that

(Ag); = 7; - [ej]j:(i,j)eEi , VieV.

Using the row-reduced echelon form ensures that we omit
any linear dependencies induced by constraining the stationary
distribution. It follows that A™ € R™"*IEl has r7 linearly
independent rows and b™ € R”". Subsequently, we compute



the orthonormal basis B” for the null space of A™ and 6(z)
using and normalizing after. Finally, the SPSA algorithm
becomes, for k € N,

2(k+1) = Projy; |z(k) + a(k)Sk(x(k))} . (32)

Unlike in the previous setting, there is no straightforward
closed-form projection on Proj,«[-]. However, we can use
Dykstra’s projection method of itaeratively projecting on con-
vex sets, see [28]], provided these projections can be carried
out quickly. To find Proj - [z], let XF =X1N X2 +# (), with

X! = {x eRP Yz, =1, Vie V,iP(a) :fr},
LeEE;

XQZ{xeR‘El :ega:gl—s}.
One can project on X! using some linear algebra, see Ap-

pendix The projection on X2 is straightforwardly done
through:

1—¢ ifzy,>1-—c¢,
(Projy2[z])e = Q€ if zp < e,
Ty otherwise.

Then, it is known that Dykstra’s projection method (strongly)
converges t0 Proj y1y2[x] = Projy+[z], as proved in [28].
Note that strong convergence does not imply convergence
in finitely many iterations (see [29] for a well-illustrated
example). For Dykstra’s projection method, the number of it-
erations required to compute Proj 1 y2[2] typically increases
with the distance between x and Projyiqy2[z]. To ensure
convergence within a reasonable number of iterations, one
can bound the step size a(k)d(z(k)) in for each step k.
In all our numerical experiments, we saw a sufficiently rapid
convergence, mainly due to choosing a relatively small step

size a(k), see Sections [VI| and

V. AN EXTENSION OF MARKOV CHAIN CONNECTIVITY TO
RANDOM GRAPHS

In certain scenarios, graph structures are limited by the
partial nature of our information. For instance, in transporta-
tion networks, the accessibility and availability of routes
can fluctuate unpredictably due to extreme weather events
[30], while power grids and communication networks exhibit
analogous uncertainty, where the presence and reliability of
the connection lines are subject to variability [31]-[33[. In
surveillance settings, the environment can be characterized
by its susceptibility to changes, for example, through the
potential obstruction of connections between various locations
within the monitored area, often resulting from the presence
of physical obstacles and impediments [34], [35].

A. Redistribution function

We now introduce a framework to analyze the connectivity
of a Markov chain on a graph whose vertex set is fixed, but
the edge set is random. We assume that only a subset of
risky edges E C E are affected by uncertainty. Any risky
edge (i,7) € FE fails (and therefore becomes inaccessible)

with probability ¢;; € [0, 1]. Furthermore, we assume that
4(V,E \ E) is strongly connected. If a risky edge (i,)
fails, it means that the original probability mass P;; must be
redistributed over the remaining elements in the ith row of P.
Given a realization of accessible edges £ C E, we calculate
the adjusted Markov chain Q(P,&) = (Qi;(P,&))(,j)ev2s
where
Pij if (i,7) € &;

Qu(P,€) = {SZ(” " (33)

otherwise,
for which it holds that Q(P,€) = P if £ = E. The expected
Markov chain connectivity of P is then defined as

2|E |

Ee [S(Q(P,€),0)] = ZProb(&-) -S(Q(P,&),C), (34)

where &; € 22 s a realization of the risky edges that
are accessible. In the specific case where edge failures are
independent, the probability of observing a specific edge set
& can be explicitly calculated as

IT —a)).

H qij -
(i.5)e€

(1,J)EE\E

Prob(€) = (35)

To find a Markov chain P with good connectivity properties
while being robust in the uncertainty of the graph, we solve

in Eg¢[S(Q(PE),C). 36
min - E¢ [S(Q(P,£), O] (36)
Note that enforcing the constraint 7(P) = 7, i.e.,
PP
does not guarantee that the following constraint holds
Ee [7(Q(P,£))] = 7. (38)

As stated in the following theorem, we can obtain convexity
for problem (36) (and problem (37)) if we assume reversibility
of Q(P,&) together with the concurrent failure of reciprocal
edges, that is, if edge (i,7) € E fails, then (j,7) € E also
fails.

Theorem V.1. Let C € RY ™ be symmetric. Consider the
stochastic optimization problem

Ee [S(Q(x, &), C)],

min
zeX (sym.1)
where Q(z, &) = Q(P(x),£). It follows that the reversibility
condition (R) is satisfied for P(x) via (@) for all strongly con-
nected (¢, x) Moreover, let reciprocal edges fail concurrently.
Then, (39) is a convex problem. Additionally, if C' is a matrix
with identical entries C;; = ¢ > 0, (@]) is strictly convex.

(39)

Proof. Assuming that the edges fail concurrently, we construct
a new Markov chain where the edge weight of a failed edge
is removed, see @ Then, the optimization problem in @I)
reduces to

2l€l

> Prob(&)) - S(Q(x, &), C). (40)
=1

min
mEX<Sy“"1)



First, the feasible region X (sym,1) §s convex, being described
only by linear constraints. We now show that S(Q(z, &), C)
is a convex function in z, for all realizations £. Given the
symmetric failure of the edges, it follows that Q(z, £) remains
reversible for any €. Therefore, S(Q(z, &), C) is convex in .

It remains to show that if C' is a matrix with identical entries
Cij = ¢ >0, is strictly convex. This holds because, in
this case, S(Q(z, &), C) is strictly convex in z for all £ and
the sum of strictly convex functions is strictly convex. O

Using a similar argument as in Remark strongly
connectedness in (@0) is enforced via the objective function.

Considering the limitations of reversible solutions demon-
strated for the deterministic setting in Section we will
focus on exploring non-reversible solutions for (36) through

min E¢ [S(Q(z,E),C)],

zeX

= Q(P(z),€&) with P(x) via (@), and for (37):
EE [S(Q(‘%SLC)} . (42)

(41)

where Q(z, &)

min

TEXT
Similarly to Section we solve these problems over X
and X7, respectively, which ensures that the SPSA algorithm
remains applicable under the given constraints.

B. SPSA for Markov chains on random graphs

When solving the problem formulated in (36), an ideal sce-
nario involves having access to perfect information regarding
the probabilities of edge failure. However, this is not the case
in many practical applications where edge failure probabilities
must be inferred from the data. In these cases, obtaining an
exact analytical expression for E¢ [S(Q(P,E),C)] as in
becomes a difficult task.

Furthermore, the complexity of real-world systems often
gives rise to intricate interdependencies between these failure
probabilities. For instance, geographically close transmission
power lines may have correlated failures due to extreme
weather events, thereby introducing an additional layer of
complexity into the modeling process [36]. Accurate esti-
mation of these correlations based on data is a notoriously
difficult task, making the evaluation of E¢ [S(Q(P,E),C)]
problematic.

We now show how SPSA is easily adapted to handle
the random support setting, that is, we solve the stochastic
optimization problem (@T), where it is assumed that the
distribution of £ is unknown.

Assume that the realizations of £ = (&1, ..., &) are subse-
quently presented to the decision maker. In the following, we
derive an estimator for the steepest feasible descent direction

de(z) = argmin 9sEe[S(Q(x, E), C)],

S€D(@;X)

using graph realizations €. To that end, first, observe that

1o

= lim —
L—)oo

Ee[S(Q(z,€),C Qz,&),C), (43)

and for any feasible direction ¢ € D(z, X),

OsEe[S(Q(x,€),C)] = lim — *2555

=1

(z,&),0),

which follows from the independence between observations
&, chosen ¢, and the finiteness of the collection of possible
graph realizations. It then follows that

|E|—r
Se(x)=— > 0, llgn %ZS(Q(%&),C) -

=1 =1
|E|—r 1 L

==Y [ngn ZZ&‘MS(Q(:U,EZ),C) v
i=1 =1
|E|—r

=— > E0,,5(Q(x,€),0)] v, (44)

where v; are the orthonormal basis vectors in B =
[v1 ... vp—r] obtained using the system of equations
Axz = b as in Section Note that the constraint set Az = b
is not affected by the realization £ and, consequently, B
remains the same for all realizations of £. Finally, dg(x) =
54 (@)/ e (56 (@))e.

Given a finite number of graph realizations £, define

J(z) = J(z,E) = Z (45)

Igl )

which is an unbiased estimator for E¢ [S(Q(z, &), C)] for any
L € N. Now, let B = [vl v‘E‘,T], such that Col(B) =
N(A), with A as in 23) and

68(‘1:) = 85(x7A7n)
_ J(x —nBA) — J(x—i—nBA)BA’

o (46)

such that Sg(a:) is an estimate of the steepest feasible descent

direction 8% (z) in @), see Theorem

Theorem V.2. Let dg(xz(k)), for some k, as in (@), where
Jr(z;€) as in {@3), and assume (A1) and (A3). Then, for any
L € N, it holds that

Ea [Eg [Sg(g;)ﬂ = 5L(z) + O(12).

Proof. The proof is analogous to that of Theorem [[V.2
using the fact that Jp(z,&) is an unbiased estimator for

(47)

Theorem allows for so-called online optimization, where
graph realizations are presented on a streaming basis. In
this context, one can make an iteration k € N, where
e r(z(k)) = 0¢(x(k), A(k),n(k)) based on an observed
collection of realized edge sets € = (&1,...,€L). More
formally, our policy x(k) is updated via

2k + 1) = Proj,. [ac(k) + a(/@)Sg,k.(x(k))] Yk eN. 48)

The next theorem proves the convergence of this algorithm.



Theorem V.3. If assumptions (A2) and (A3) are satisfied, then
the algorithm in (8] converges almost surely to a stationary
point of Eg [S(Q(z, &), C)].

Proof. See Appendix O

Note that enforcing the stationary distribution as in (37) can
be done similarly using the methods discussed in Section[[V-E}

VI. NUMERICAL EXPERIMENTS

In this section, we demonstrate how we can numerically
minimize S(P(z),C) (or E¢[S(Q(x,E),C)] in the random
support setting) on the feasible set X7. For all experiments, we
choose ¢ = 10~ and a single graph sample for our gradient
estimator, that is L. = 1. Table |l| provides an overview of
the SPSA parameter settings. All numerical experiments were
performed on a laptop with a 1.8 GHz processor and 12 GB
RAM.

TABLE I
SPSA PARAMETERS FOR THE EXPERIMENTS OF THE NEXT SECTIONS.
Exp. sec. « ap n Yo Tn
VI-Al 0.01 100.000 | 10=% | 0.602 | 0.200
VI-B] 0.01 100.000 | 10—8 | 0.602 | 0.200
VII-1 1 500.000 | 108 | 0.602 | 0.200
VII-2) 0.001 50.000 10~8 | 0.602 | 0.200

A. Scalability of SPSA vs. IPOPT

In this subsection, we show the numerical results for SPSA
for a network instance with N = 68 nodes in which we
progressively increase the size of the random support £ and
compare them with the Interior Point OPTimizer (IPOPT)
solver as a benchmark. IPOPT is a non-commercial solver
capable of handling nonlinear (possibly non-convex) opti-
mization problems with constraints ensuring primal feasibility
while optimizing. It is readily available in the cyipopt
package [37].

Consider the grid with bidirectional edges in Fig. ] The
edges in E that can fail (with probability 0.1) are displayed in
red and labeled. It can be easily verified that 4 = (V, E \ E)
is strongly connected. Our goal is to find a reversible policy
P(z) minimizing Eg [S(Q(z,€),C™)], such that its station-
ary distribution is uniform, i.e., m(P(z)) = +. Note that
condition (R) implies that P(x) = P(z)" and so we obtain
the following problem:

weXrgl”rllﬁXE Ee [S(Q(m,é’),C )] ’
which is strictly convex by Theorem [V.I] Note that in the
current setting, we can parameterize the problem using a single
variable z;; for each pair of bidirectional edges (i, 7), (j,7) €
E. Accordingly, we can write the equality constraints in
XY™ N X, using Az = b, where

(49)

A 1 if 4 is sender or receiver in edge [;
il = .
0 otherwise,

such that | corresponds to the Ith edge in the lexicographic
ordering of E, and b = 1. We then apply the algorithm in

Fig. 4. Graph with N = 68 nodes similar to [11]. Red edges with labels
indicate risky edges with a nonzero failure probability.

@8) with Projy.mny, [2] utilizing Dykstra’s algorithm (see
Section and orthonormal basis B in dg(z), such that
Col(B) = N(A).

To compare our SPSA approach, we formulate an equivalent
problem formulation of minimizing E¢ [S(Q(z(u),£&),C™)],
akin to (29). Then, we solve the problem using the IPOPT
solver with a tolerance of 10!, To start the IPOPT, we first
collect a sample of 10 initial starting points and choose the one
with the lowest objective value. We provide the same initial
starting point to both SPSA and IPOPT methods and terminate
the SPSA algorithm if its objective value improves the [IPOPT
optimal solution, which we denote by zPOPT. We evaluate the
objective every | = 50.000 iterations by means of Polyak-
Rupert averaging [38]], [39]], that is, we consider an average
of the previous 50% of observations;

l-i

> ak),

k=|1-i/2]

w___ L
T li—-i)2]

and we terminate the algorithm if that solution improves
the TPOPT solution, ie., |J(z") — J(2!POPT)| < 1073,
for J(z) = Ee [S(Q(x,€),C7)], or when a large number
K = 5109 of iterations is achieved. However, in all our
experiments, convergence was reached in less than K steps.
We calibrate SPSA according to with the settings as in
Table |[|and repeat the simulation for |E| = 0,1,..., 15, where
E is the set of edges with the lowest labels included in Fig.
We show the running time for IPOPT and the SPSA mean
and range for 10 repetitions for each \E| =0,1,...,15 in
Fig. |5l Note that the situation || = 0 corresponds to the fixed
support case in which IPOPT is faster. However, our analysis
reveals that the running time of IPOPT demonstrates a pattern
closely resembling exponential growth. In contrast, SPSA is
not subject to a similar exponential increase in computational
demand. Specifically, SPSA tends to underperform in smaller
instances, which may be attributed to inadequate tuning of
hyperparameters. Nevertheless, it should be noted that the

T
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Fig. 5. Running time (in log(sec)) for SPSA and IPOPT for increasing size
E with range of running time depicted in blue.

running time of SPSA consistently remains below 1.2 hours
across all tested instances. A comparison of SPSA with
other solvers, such as the Sequential Least Squares Quadratic
Programming (SLSQP) solver from the Scipy package, gave
similar results to those presented in Fig. [5]

B. Correlated edge failures

This subsection considers the case of correlated failures,
which means that E¢ [S(Q(x, &), C)] cannot be easily com-
puted assuming the independence of edge failure. Therefore,
we cannot solve problem (@9) efficiently using objective
evaluations as the probabilities for appearing graphs cannot
be calculated assuming independent edge failure as in (33).
Moreover, using a sample average approximation typically
causes scalability problems, especially when the set of failing
edges F becomes large. These cases are particularly favorable
for SPSA, which has no issues dealing with edge failure
correlations, as we can simply observe a sample of the
correlated distribution of graphs at each iteration for gradient
estimation.

In a second experiment, we solve the instance in which
the set of failing edges E includes the edges with labels 1,
2, 3, 8, and 9 in Fig. E} We assume that each edge fails
with probability ¢ = 0.5 and the joint failure of edges is
strongly correlated (0.85). Let J(z) denote a sample-average
approximation of Eg [S(Q(x,E&),C)] using a large sample
of 10.000 graphs following [40]. We ran the same SPSA
algorithm as in Section [VI-A] with parameters as 1n Tableland
terminated the algorithm when |.J(Z ()) - ( )| < 1073,
which we verify every [ = 50.000 iterations. The result is
J (") = 344, 08.

We compare the correlated solution with the uncorrelated
solution found using IPOPT (with tolerance 10~%), that is, we
assume in this setting i.i.d. edge failures with probability 0.5,
J(x'meor) = 350, 17. Note that the SPSA algorithm is able to
find a solution that is lower than the (estimated) objective by
roughly 1.74%.

VII. APPLICATION: ROBOTIC SURVEILLANCE

In this section, we validate the applicability of our method
in the context of surveillance, in which problem (I2) has a

natural interpretation. Here, 7; is the anticipated probability
that an intruder appears at a node ¢ (e.g., uniform or based
on historical data), so that P(z) with w(P(x)) = 7 that
minimizes S(P(z), C™) (or E¢ [S(Q(z,E),C™)] in the ran-
dom support setting), is a surveillance policy with a minimal
average number of steps to capture the intruder. Specifically,
this surveillance problem with C' = C™ has been studied by
[11]], in which the authors find the optimal surveillance policy
with minimal Kemeny constant assuming reversibility of P(x)
in the fixed support setting.

In the following, we first consider a surveillance problem
similar to that in [[I1] and then an analogous problem in the
random support setting.

1) Fixed support: Consider again the graph with N = 68
nodes shown in Fig. [ Similarly to [I1]], we formulate an
optimization problem to find a stochastic surveillance policy
for an agent that visits each node with equal probability and
minimizes the Kemeny constant, namely

S (P(x),C7),

min

iy (50)

where 7 = % We apply SPSA as detailed in Section m
We terminate the algorithm if the condition
D).CM) <107

S(P("),C7) - S(P(a!

is met, which we verify every | = 1.000 iterations. For the
parameters as in Table |I] the algorithm terminated in 254
seconds and we present the resulting Markov chain in Fig. [6]
Note that the solution is only locally optimal and approximates
a Hamiltonian cycle.

To test the validity of a solution in a surveillance context,
we assume that 500 intruders appear uniformly at random in a
network node and reside there for 45 time units. For simplicity,
we assume that individual intrusions appear sequentially at
time 0,45,90,.... We initialize the surveillance agent uni-
formly at random on the graph, and after each time unit, the
surveillance agent instantaneously transitions to an adjacent
node according to the chosen surveillance policy P(x). If the
surveillance agents and the intruder are in the same node, the
intruder is caught.

We compare our non-reversible solution P(z""™") with
the Markov chain with minimal Kemeny constant assuming
reversibility P(z") [11]]. We report the results for 500 sim-
ulations in Table for each of the three solutions. As in
the experiment by [[11]], we see that the number of intruders
caught increases with a decrease in the Kemeny constant of
the surveillance policy; the policy with the lowest Kemeny
constant catches the most intruders. Inspecting the P(z:"°"")
policy in Fig. [6] we see that a strong level of (clockwise)
directionality is achieved (note that the Hamiltonian cycle is
the extreme case of directionality), which the P(2™") policy
cannot obtain. This directionality feature is crucial for our
approach to obtain lower MFPTs and, thus, higher intruder
detection rates.

TOWS

2) Random support: To show that non-reversible solutions
outperform reversible ones in the random support case, we
now consider an instance of the graph depicted in Fig. [] in
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Fig. 6. Solution to (50) for the instance in Fig. [} The thickness of each
arrow is proportional to the corresponding transition probability.

TABLE I
INTRUDERS CAUGHT (IN %) AND AVERAGE CONNECTIVITY VALUE
ACHIEVED BY OPTIMAL REVERSIBLE AND NON-REVERSIBLE STOCHASTIC
SURVEILLANCE POLICIES.

Fixed support

Sol. Min (%) | Mean (%) | Max (%) SD Obj. value

rev 19,00 26,36 32,40 1,94 192,7
non-rev 50,40 57,31 64,80 2,33 51,8

Random support

Sol. Min (%) | Mean (%) | Max (%) SD Obj. value

rev 17,80 23,72 31,00 2,02 266,3
non-rev 23,00 33,70 41,20 3,30 162,4

which a subset of risky edges can be inaccessible with some
probability.
To find a stochastic surveillance policy, we solve the fol-
lowing problem
min
reXT

Ee [S (Q(x,8),C7)], (51)
where we aim to visit every node with equal probability in case
there is no failure in the graph (7 = %). The problem objective
is closely related to the expected Kemeny constant; however,
note that while C* is fixed, the true expected Kemeny constant
is C™(Q(PE)) "which depends on the graph realization.

In this example, we compare the globally optimal reversible
policy P(z™), where E is again the set of failing edges cor-
responding to labels 1, 2, 3, 8, and 9, with failure probability
0.5, with the locally optimal non-reversible policy P(z"°""").
To find P(z™), we use the IPOPT algorithm with tolerance
10~*. For finding P(2""™), we apply SPSA in (#8), with
Proj » [], and orthonormal basis B in ¢ () spanning the null

space of A as in (3I). We terminate the algorithm if condition
[Ee[S(Q(ai2:, ), 7)) — BelS(Qx12,,€), )]l < 1077

is met, which we verify every [ = 10.000 iterations. The
remaining hyperparameters are reported in Table [I}

To test the validity of our solution in a surveillance context,
we performed 500 simulations with sampled graphs G; =
(V, &), forl =1,... 500, with edge failure probability 0.5 for
every (i,7) € €. As in the previous experiment, 500 intruders
appear uniformly at random in a network node and reside
there for 45 time units. We initialize the surveillance agent
uniformly at random on the graph at time ¢ = 0 and after each
time unit, the surveillance agent instantaneously transitions to
an adjacent node according to the surveillance policy Q(z, &)
We report the results for these 500 simulations in Table [[I} for
the globally optimal reversible solution P(z™) and locally
optimal non-reversible solution P(z"°""™V). Analogously to
the previous experiment with fixed support, we see that the
number of intruders caught increases with a lower objective
value for the surveillance policy; the non-reversible policy
outperforms the reversible policy.

VIII. CONCLUSION AND FUTURE WORK

We have shown how to find Markov chains minimizing a
weighted sum of mean first passage times, which generalizes
existing metrics in the literature used in the connectivity anal-
ysis of the corresponding network. Previous studies strongly
relied on reversible Markov chains (or undirected graphs),
aiming to formulate and solve a convex problem. Our work
shows that a strictly better solution for minimizing the sum of
mean first passage times can be found when the reversibility
constraint is dropped, hence considering Markov chain opti-
mization on directed graphs. To solve this more general class
of problems, we extended SPSA to Markov chain optimization
that does not require the reversibility constraint. Furthermore,
we showed how SPSA can efficiently solve the minimization
of weighted mean first passage times in the case of random
and potentially correlated failure of network edges. Finally, we
evaluated a locally optimal non-reversible Markov chain as a
surveillance policy and showed that it outperforms reversible
Markov chain policies, both when edges are safe, as well as
when edge failure occurs.

The generalized SPSA algorithm that we propose can be
applied to other problems that involve optimization on the
probability simplex, such as portfolio optimization [41]], and
other resource allocation problems [42]. In the specific context
of surveillance, future work will explore an online version of
the surveillance policy optimization in which the empirical
frequency of intruder presence is progressively learned rather
than being assumed to be a uniform stationary distribution.

APPENDIX

A. Infeasibility SPSA

To illustrate why standard SPSA does not work, let us
consider the following Markov chain on the complete graph
% with N = 3 nodes and stochastic matrix

P(x) =

N=N= O
= O =
O NN



A standard application of SPSA for J(z) = S(P(z),C), for

some C' € RY XN and realization A = (1,1, —1,1,1,1) yields
0 %+n %+n
Pz +nA)= |1 -1 0 14| €P,
14n L4 0

for any small n > 0. It follows that II diverges and therefore
D, M, and S(P(x +nA),C) (and S(P(z — nA),C)) is not
well defined.

B. Projection on X3
We illustrate here how to project on

X ={oeRE S a0 =1, VieV,iP) = 7},
LeE;

which spans a linear subspace in RI”I. We can perform an
orthogonal projection on the subspace A’ for a given point x
via

Proj y1 [z] =
_ B ((B‘fr)TBﬁ-)_l (B‘fr)T (m . (Afr)ber) + (Afr)ber’
= B"(B")" (z — (A™)Tb™) + (A™)Tb",

where (A™)T = (A™)T(A®(A™)T)~! is the pseudo-inverse
of A™ and the latter equality follows from the fact that
(B™)"B* = ((Bfr)TB’AT)_1 = I, as B™ contains an orthonor-
mal basis.

C. Proof of Lemma

Observe that if the weighted graph (¢, z), where x € A'SY™,
is strongly connected, the Markov chain P(z) via (@) satisfies

(R), ie., P(x) € Pr [10]. Moreover, it has stationary
distribution
i (Pa)) = BT (52)
Z(i,j)eE Z (i)

Now, we show that any P € PV has a representation T €
XGym 1) “such that P = P(z) where P(z) via (3). Indeed, it
is enough to take z(; ;) = m;(P)P;; for a]l (i,7) € E so that
P(z) € P via (@), which shows that P(z) is surjective.
More specifically, we can show this representation is unique.
To that end, use @]) and the constraint Z(i,j)EE T4 = 1to
observe that any 2 € XY™1 has fixed values m;(P(z)) =
> jer; T(ig) for all < € V, as follows from the fact that any
candidate = € X®™1 must have 7(P(z)) = 7(P). As a
result, z(; ;) must be uniquely determined, as shown by

)

Pj(r) = =—>+—
! ZjeEl L(i,5)

= PZ]

This uniqueness implies that x is a unique representation
for P via P(x). Moreover, since z is strongly connected
as follows from the irreducibility of P € PV, the map-
ping P(zx) is a bijection from X®™1 N {z ¢ Ay .
(¢, x) is strongly connected} to PreV.

D. Proof of Proposition

The optimization problem (I6) has been studied in detailed
in [43]], in which the authors proved that the optimal solution
P is a Hamiltonian cycle, see Theorem 2 therein. The same
paper also shows that 3, . M;; = N(jg_l) for all 4, from
which it easily follows that

N
. N(N—-1) N3—N?
Cl):§§Mij:N 5 = TR
i=1 j#i

E. Proof of Proposition

Consider the family of complete undirected graphs (¥, x)
with € A%™. The complete graph with N nodes, with
xy = 1, for all £ € E, has been shown to have total effective
graph resistance Ri,:(z) = N — 1, see [6]. Using this fact
in combination with (8) and (@) provides the lower bound in

(19), that is

S(P,CY)=N(N -1)(N —1)= N> —-2N?+ N.

The upper bound in follows from the fact that the
Hamiltonian graph with maximal Ry, (z) is a circular graph
(as adding edges to ¢ cannot increase Ro¢(x), [[LO]). In [44],
it has been shown that for a circular graph (¢, z) of size N,
Riot(x) = N12 where x, = 1 if £ € F is part of the circle
and z = 0 0therw1se. Since (¥¢,z) is a circular graph, we

have },.px¢ = N. Rewriting (§) yields:

- N3—N\ N*—N?
1\ _ —
S(RC)_QN( 5 >_ i

F. Proof of Theorem

Assume = € A, and let J(u) denote the linearly
(re)parameterized version of J(xz(u)), where P(z(u)) =
2o jer Te(u)eie T if 2(u) > 0, with e; denoting the ith
(column) basis Vector and z(u) = Atb + Bu, such that
u € RIFI=" and b as in @23). Expanding J(u & nA), for
u = Bf(x — ATh) = BT (x — A'b), yields

|E|—r

u)+n Z O, J (1

J(uE£nA) =

’L
2

—HM

' 8.7 (u)

i _oJu)
6 D O, Oy

ijk=1

AiAjAk + 0(774)

We can use the expansion to estimate partial derivatives
Oy, J(u), for any I, as we show in the following. Basic



algebra shows that for a given A € {—1,1}%, and some
v,y € [u—nA, u+nAl;
J(u+nA) —J(u—nlA)
2’[7Al a
|E|—r
Z O, J (u

7]2 |E|—7
e (auiaujauk -

i,5,k=1
Note that by (AO0) it holds that the 3rd order derivative is
bounded (for a proof, use the fact that X’ is compact together
with Weierstrass theorem). Then, taking the expectation over
A ~ Rad” (ie., each A; iid. uniform over {—1,1}) by
assumption (A1), we obtain:
J(u+nA) — J(u—nA)

2’17Al

OO, 0ur” A

Ea = O, (u) + O(17°),

i.e., effectively estimating 9,,J(u). Now using that x(u) =
Atb + Bu, and so

z(u=£nA) = Ao + Blu + nA] = z(u) £ nBA,
and Oy, x(u) = 0y, Bu = v;, we obtain
J(x+nBA) — J(x —nBA)] 9
Ea | L = 0, J(2) + O07?).
Combining all elements in vector form
|E|—r
J BA) — J(z — nBA
Z —; ']EA (x+’r] ) (:C n ) +O(n2)
Pt 20l
|E|—r
J(x —nBA)—J BA
— Z v - Ea (I n ) (x+7’ ) +O(772)
— 2nA;
_E, [J(x - nBA)Z—nJ(:v + nBA)BA} + o)
= Ea [3(2)] + O0?) = §'(a), (53)

where we use in the second equality that A; = A;l, for all ¢

and A, by (A1).

G. Proof of Theorem

The proof follows a basic stochastic approximation argu-
mentation assuming the projected ODE on a convex and
bounded set X given by:

hg(x))/h,

where {z; : ¢ > 0} is the trajectory of the ODE, and g(z)
is the gradient of some function J(z). Let g(z) be a (biased)
gradient estimator of g(z), so that

Eg(z(k))] = E[g(2(k))]x(0), . ..,
= g(x(k)) + B(z(k)).

The following conditions from [45]], see Section 5.2.1, can be
applied to ensure convergence:

(CD) sup E[[|g(x(k))|I3] < oo

OProj x (x)/0t = lim Projy (z; —
h—0

x(k —1)]

(C2) g(z) is continuous;

(C3) Y igak) =00, Y02, afk)? < oc;

(CH 372, a(k)||B(x(k))]2 < oo, wp. 1

(C5) J(z) and the constraints imposing X. are twice contin-
uously differentiable.

Conditions (C1) — (C5) are also sufficient in the case
where g(x) is a projected gradient on a smooth manifold or,
equivalently, the steepest descent direction. In our setting, let
J(z) = S(P(x),C), and X = X.. Given that X. is smooth,
we can consider g(z) = —¢'(x) as in to be the projected
(negative) gradient of some smooth surrogate function H (z),
for which H(z) = J(z), for all z € X, but it is defined on
X. U X1, where X2 is the orthogonal complement of X.. In
that setting,

§'(z) = lim Proj (x, — hVH(x))/h.
h—0 €
Now, assume that

Ex [S(x(k))} — Ea [S(x(k))|x(o), (k= 1)

= 0'(x(k)) + B(x(k)),

where 3(z(k)) = E[5(z(k))] — &' (x(k)) = O(n?) indicates
the bias, see (33). Observe that J(x) is differentiable ev-
erywhere and therefore uniformly Lipschitz continuous with
Lipschitz constant s by the smoothness of J and compact-
ness of X.. To show that (C1) is satisfied, observe that
|J(x(k) £ n(k)BA(k)) — J(z(k))] < oo as follows from
choosing n(k) via (A3), so that P(x(k) &= n(k)BA(k)) > 0
and so is irreducible. Then, &(z(k)) can be bounded by

i (k) + (k) BA(K)) — J(z(k))
os((k)] < 2 (8]
\ Weld) ~ B0 - J(a()
2 (A (8]
_ InBA®ar | | =) BAK)an
< ||A(()|)\|A( ETGING]
2,00)] Lk =kV|E| -, (54)

for i = 1,...,|FE| and all k& € N, where the latter equality
follows from (A2). Condition (C2) follows from the fact
that J(x) = S(P(z),C) is smooth. Condition (C3) is easily
verified by basic calculus for the assumed sequence {a(k)} =
{a/(ao+k+1)7=}, for 3 < 7, < 1. Similarly, (C4) is verified
using the fact that the bias B(z(k)) = O(n?) is fixed and
S5 g a8 2 < oo for {n(k)} = {n/(k + 1)},
where 7, > (1 — 7,)/2. Finally, (C5) follows from J(z) =
S(P(x),C) smooth and the affine constraints imposing AX-.
It remains to show for which 7 it holds that x + nBA € X,
for all A € {—1,1}F1=" and all 2 € A.. Given that z + BA
preserves the equality constraints in X, it is enough that 0 <
nBA < ¢ for all A € {—1,1}FI=", To this end, observe that
IAll2 = v/|E| —r and so ||BA|lz = /|E| —r, since B is

an orthonormal basis. It follows that n||BA|2 < e implies

n<e/|BAly=n<e/\/|E] -, see (A3).



H. Proof of Theorem [V.3|

We verify conditions (C1) — (C5) as in the proof of
Theorem [IV3] Let J(z) = E¢[S(Q(x,£),C)), g(z) = z(z)
as in (@4). Similarly to the proof of Theorem [IV3] assume

that

Ea [Ee [Fe(a())]] = Ea [Be [Fe(a(®) 2(0), ... 20— 1)]

= 0g(x(k)) + B(x),

where §(x(k)) is a random variable. Condition (C1) is verified
given that the graph collection is finite, S(Q(z,&),C) is
smooth everywhere and therefore uniformly Lipschitz for all

£=(&,..

.,&€r), L € N. This can be bounded similarly to

that in (34). Furthermore, (C2) easily follows from inspecting
(@3). Conditions (C3) and (C4) follow the same arguments as
shown in the proof of Theorem [[V:3] and (C5) follows from
d%(x) smooth and the affine constraints imposing X-.
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